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Cybersecurity: APrimer

by CDR Peter J.B. Gottlieb

The national security of the United States, our
economic prosperity, and the daily functioning of
our government are dependent on a dynamic public
and private information infrastructure, which
includes telecommunications, computer networks
and systems, and the information residing within.
This critical infrastructure is severely threatened.

This cyber domain is exponentially expanding our
ability to create and share knowledge, but it is also
enabling those who would steal, corrupt, harm or
destroy the public and private assets vital to our
national interests. The recent intrusions reported by
Google are a stark reminder of the importance of
these cyber assets, and a wake-up call to those who
have not taken this problem seriously. Companies
who promptly report cyber intrusions to government
authorities greatly help ustounderstand and address
the range of cyber threats that face us all.

Dennis C. Blair, then-U.S.
Director of National Intelligence (2010)?

It seems that everything relies on computers and the
Internet now — communication (email, cell phones),
entertainment (digital cable, mp3s), transportation
(car engine systems, airplane navigation), shopping
(online stores, credit cards), medicine (equipment,
medical records), and the list goes on. How much of
your daily life relies on computers? How much of
your personal information is stored either on your
own computer or on someone else’s system?

Cyber security involves protecting that information
by preventing, detecting, and responding to attacks.

US CERT (2010)2

yberspace is becoming a mirror image of the real
world but without normal physical constraints and
rules as time, space, and perimeters, enabling

traditional and new actors to meet and interact with nearly
the speed of light, thus making traditional thinking with

regard to protection obsolete and hugely challenging. The
state’s information and communication technology (ICT?)
could be perceived as the central nervous system in an
organism, or perhaps even a global nervous system,* to
comprehend its function and vulnerability. Interconnected
and interdependent systems controlled and driven
increasingly by digital technology are the backbones of
many developed states. This trend, also known as
convergence, makes it hard to predict and analyze the
precise damage by coincidental or intended damage. The
borderline between cyberspace and infrastructure is blurred®
and furthermore a lot of this infrastructure is privately
owned and commercially driven, as stated by President
Obama: “The vast majority of our critical information
infrastructure in the United States is owned and operated by
the private sector.”® Thus, most developed states are
dependent upon private sector service in order to carry out
their functions of state internally and externally.
Connectivity is the ability to access the Internet and utilize
online resources, and typically a high percentage of these
are in developed states.

Cyber security is not simply about keeping systems
accessible, but equally about authenticity, confidentiality,
accessibility and integrity. During the last decade, there
has been a shift from prestige-driven attacks to profit and
politically driven attacks,” along with increasingly
sophisticated techniques. One of the challenges is to
identify who is behind the actions, known as the attribution
problem. Some non-state actors might use cyberspace to
influence the security of the state, as this might affect the
overall perception of the population. Normally, state
security connects to domains where states have a central
position, where cyberspace has to be understood in its own
terms. As RAND states: “Cyberattacks, for instance, are
enabled not through the generation of force but by the
exploitation of the enemy’s vulnerabilities.”® The United
States of America, Australia, and the United Kingdom have
issued their intended plans and actions — the U.S. as a
White House Policy Review® and Australial® and UK as
national cyber strategies. Both NATO?* and the EU*® are
also developing strategies and capabilities to counter the
threat from cyberspace. In common they all focus on
illegal actions in cyberspace, but they are not as focused on
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the legal use of cyberspace with a hostile intent (e.g.
spreading of ideology, support to that ideology, and funding
and recruitment of new members.

The legal use of cyberspace in the information-driven
conflict, utilizing the free flow of information in
cyberspace, causes a dilemma that might challenge the
security of the state. As Barry Buzan states: “Since
governments largely determine the international activity
and orientations of states, and since changes in
governments, even for purely domestic reason, can result in
significant shifts in international behavior, it is no surprise
that states interfere in each other’s domestic politics.”
Here is a connection to influence the nation-state’s internal
coherence and legitimacy through strategic
communications, where different adversaries beside states
might achieve strategic effect using cyberspace as a weapon
or media, also known as cyber influence.’® David Kilcullen
points out that we have to organize for this new challenge,
as traditional sectorial fragmentation of resources and
responsibility is inadequate to cope with the threat
evolution.

We need an interagency effort, with leadership from
the very top in the executive and legislative branches
of government, to create capabilities, organizations,
and doctrine for a national-level strategic
information campaign. Building such a capability
is perhaps the most important of our many capability
challenges in this new era of information-driven
conflict.

David Kilcullen (2007)%®

The point of departure for this article is a description of
cyberspace threats and dynamics in a holistic perspective,
trying to make a complex issue and domain more tangible.
Consequently, the article will focus on cyberspace as
domain and not so much the influence upon the cognitive
domain mentioned in regard to strategic communication.
This article will sort motives by four objectives:
authenticity, confidentiality, accessibility, and integrity,
and subsequently extract possible actors.

CYBERSPACE AS DOMAIN

Cyberspace isaglobal domainwithinthe information
environmentwhose distinctive and unique character
is framed by the use of electronics and the
electromagnetic spectrum to create, store, modify,
exchange and exploitinformationviainterdependent
and interconnected networks using information-
communication technologies (ICT).

Daniel T. Kuehl (2009) ¥/

This chapter will investigate the threat where
cyberspace is both the medium and the tool for
hostile/unlawful actions and where different actors
strive to get the upper hand in cyberspace. Well-known
examples are the attacks on Estonia in 2007 and Georgia in
2008, with the attack on Estonia reflecting political
pressure and coercion.’® The attack on Georgia was
supporting a conventional attack. The most important
feature of the attack was the blocking of information from
inside Georgia to the outside world.*®

Derived from the above-mentioned definition of cyberspace,
it appears critical to determine how much is actually a part
of, or connected to, cyberspace. In developed countries,
ICT supports information exchange between humans,
humans to systems, systems to human, and between
technical systems. This underlines how widespread the use
of ICT is, and why we are so dependent upon a reliable and
resilient cyberspace. Four objectives are highlighted in this
article, as they encompass both the defenders’ and
attackers’ objectives. This will facilitate the understanding
of cyberspace as a battlespace, and why different actors
might have the same objectives, but differ in capabilities
and motivation.

INTEGRITY
* Information must remain unchanged during
storage and transport.
*  Are the data/information trustworthy?

CONFIDENTIALITY
¢ Unauthorized personnel may not gain access
to the information.
*  Could unauthorized persons have had access
to the data/information?

ACCESSIBILITY
*  System must be stable and not break down.
* Is the system/network available on demand?

AUTHENTICITY
*  The receiver must know that the sender is
who he/she/it claims to be.
* Is the sender the person/system that can be
immediately identified?

The fulfillment of these four objectives means that
cyberspace can be used with efficiency, security, and
confidence; if one or more are not obtained the entire
perception and utilization will be affected negatively.
Described mathematically, the product of these four
objectives should not equal zero, and thus one objective
must not equal to zero. This applies to all forms of
utilizing cyberspace as a medium for communication, data
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exchange, and support to ICT infrastructure as an essential
contribution to the critical infrastructure. At the same
time, these objectives should also specify exactly what the
opponent wants to achieve, but which may be of the
opposite value. The objectives have the strength that they
can be used in relation to both defense and threat. The UK
defines critical infrastructure as comprising key elements in
nine sectors, which deliver essential services: energy, food,
water, transport, communications, government and public
services, emergency services, health, and finance.? The
objectives emphasize the important role of confidence in
using ICT, as the confidence in critical infrastructure
depends upon ICT. There are other reasons for damage to
cyberspace such as fire, lack of maintenance, incompetence,
and natural disaster, which might inflict damage in varying
degrees. The damaging effects might be as severe as the
intended and hostile actions, but these are not within the
scope of this article.

THE CYBER TOOLBOX

capabilities: analytical and technical. The analytical

capability is necessary to identify the critical nodes and
vulnerabilities, and the technical capability is to understand
computers and networks. A way to label an adversary’s
capabilities is on a scale from simple to complex:#

I n order to conduct a cyber attack one needs two kinds of

Simple cyber attacks could be carried out by anyone
(individual) with basic skills. No special resources or
organizational structures are needed. Typically this type of
attack focuses on a single target, e.g., defacement (takeover
of, or editing, a website). These kinds of attacks are
extremely common on the Internet today.

Potential use: harassment.

Advanced cyber attacks differ from simple attacks as the
attacker (individual to small team) has the ability to write
programs or to modify those of others, and also has a
working knowledge of networks, operating systems, and
possibly even defensive techniques (skills equal those of a
Microsoft Certified Systems Engineer). This kind of attack
typically focuses on a single type of system or network, i.e.,
a single organization or several using similar technologies.

Potential use: tactical attacks

Complex cyber attacks are significantly more difficult to
accomplish. They require a team of

individuals (or multiple teams) in a number of areas,
including but not limited to networks,

operating systems, programming languages, infrastructure
topologies and control systems

(SCADA), 2 intelligence gathering, and analysis and
planning. Multiple targets with the

coordination of multiple attack vectors require a
sophisticated test bed, which is expensive. This kind of
attack is often presented as a most likely scenario in the
media and movies, but reality does not support this in
numerical terms.

Potential use: strategic attacks.

The logic threat aims at the ICT-systems, where cyberspace
is the medium from which the attacker launches his attack
or utilizes cyberspace to achieve his goals. The tools
mentioned below show some of the possibilities at hand for
the adversary, but as cyberspace evolves in non-linear ways,
the same goes for malware. It is not possible to attach
specific tools to specific adversaries; only the sophistication
in techniques might differ and give a hint of resources
behind the development.

INTEGRITY
Information/data must remain unchanged during storage
and transmission.

o Some viruses have a characteristic that
alters or deletes data randomly on the
victim’s computer/system.

i Editing of audiovisual data is a special
discipline where sound and video clips
might be changed. Consequently, the
trustworthiness of the originator is
maintained alongside the new message.
Defacement of websites is one kind of
attack, where the attacker changes the
content.

i A Trojan is a piece of malware that
typically enters the computer via an
attached file or by visiting infected sites
specially designed for the purpose.

CONFIDENTIALITY
Unauthorized persons must not be allowed access to
information/data.

. ARP poisoning? will give a local hacker the
possibility to tap phones using Voice over
Internet Protocol (VolP) and disclose
confidential information as passwords and
log-on profiles.

i Sniffers are malware designed to be placed in
the router, where it might intercept the traffic

passing by and transmit this information to
the attacker.
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o Some worms transmit random information
fromthe victim’s computer to random contacts
inside the mail program. Other worms switch
on the victim’s webcam, and transmit the
pictures to the attacker.

i A key logger is a piece of malware that
records all typing upon the victim’s keyboard.
The key logger program transmits the data to
the attacker when the computer is online.

i Identity theft is an attacker obtaining access
to personal data, e.g., social security
information, driver’s license, credit card
information, etc. This will make the attacker
able to pretend to be the victim in money
transactions and e-commerce, or perhaps in
social hacking (defined under “Authenticity”
below).

ACCESSIBILITY
The systems must be stable and robust, and not liable to
being forced to shut down.

i Viruses have been developed that make
changes in the computer’s settings, causing
the computer to destroy vital hardware/
software, sometimes making it
unoperational.

i Worms in some cases lock the computer/
server, or even destroy it, making it
inaccessible.

i (Distributed) denial-of-service (D)DOS:
servers and entire networks will be flooded
with huge amounts of traffic, making them
break down due to the huge masses of
traffic. Usually hijacked computers (maybe
even yours) are part of a botnet, used to
attack infrastructure in another state or to
send spam.

AUTHENTICITY
The receiver must be certain that the transmitter is who he/
she/it pretends to be.

i Social hacking occurs between humans
when, for example, the attacker might
present himself as another employee, e.g.,
from the help desk, and insist that he needs
the log-on and password immediately in
order to perform some crucial operations.

i (Spear) phishing and Pharming are new
and more severe threats. Here, users are
lured into certain sites, which will install
malware on the victim’s computer. This
will allow the attacker to steal the e-

identity or economic information, making
him able to transfer the victim’s money to
other accounts.

i ARP poisoning will give a local hacker
(insider on local network) the potential to
pretend to be another person, and might
obtain confidential information in that
manner, e.g., phone tapping, passwords,
etc.

An upcoming threat is supply chain attack where malware
concealed in hardware parts is added during
manufacturing. Today’s complex networks and computer
systems are typically a combination of parts from many
subcontractors, where the last in the chain do not have
control of each and every single part. Depending on the
malware, all of the above parameters could be targeted.
This type of attack might easily get inside secure and air-
gapped networks, based on an Internet protocol. Because
it is cheaper to make standard software (commercial off the
shelf-COTS) operate separated from the Internet, the
standard software is typically separated from the Internet by
crypto or air gap.>* However, when malware penetrates
through this barrier it will operate with the same
effectiveness as on the Internet.

Actors in cyberspace. A way to categorize the motives
behind the actors is by the three Ps:

PRESTIGE, PROFIT AND POLITICAL

f course, it is not possible to distinguish between
Othese categories with absolute clarity, as more than

one might influence one specific action. These
categories serve the purpose of distinguishing between the
different actors, and at the same time making a prediction
regarding their capability and purpose. What makes threat
evaluation difficult is the ease by which the actors might
disguise themselves, and the possibility of merging into the
huge amount of traffic. The adversaries which pose a
strategic threat in this article are:

Foreign states have the resources to build a highly
sophisticated capability and develop the technology and
analysis needed. On this basis, they are the most
threatening actor. As states want to be able to deny
participation in an attack, they might choose to carry out
their actions by a proxy hacker establishment in order to
create deniability in the event of disclosure.?® For the time
being, it seems cyber espionage is the area of effort. The
Internet is a gift to the intelligence community, as the reach
is global with nearly the speed of light and with a good
chance of success combined with little chance of disclosure.
At the same time, there is evidence that several states are
building an offensive capability in cyberspace,?® which
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could indicate a more traditional balancing mechanism
between states.

Nation-states are primarily driven by political motivation
and in some cases profit if industrial espionage gives the
state a competitive advantage. As James A. Lewis, a
national security expert at the Center for Strategic and
International Studies said with regard to the Google-China
incident in January 2010:#" “This is a big espionage
program aimed at getting high-tech information and
politically sensitive information — the high-tech
information to jump-start China’s economy and the
political information to ensure the survival of the regime...
This is what China’s leadership is after. This reflects
China’s national priorities.” This illustrates the duality in
effort, where one objective is profit, another political. It is
not merely China that is conducting cyber warfare, but also
Russia, North Korea, Iran, Israel, France, the United States,
and the United Kingdom that are widely known to possess
state-of-the-art cyber espionage know-how used for
economic and military intelligence gathering.?®

NATO defines the military capability in cyberspace as
computer networked operations (CNO), consisting of
computer network attack (CNA), computer network
exploitation (CNE), and computer network defense
(CND).® CNO focuses on support to military operations,
where CNO might be one tool in the campaign’s toolbox.
James A. Lewis also estimates that “serious cyber attack
independent of some large conflict is unlikely. To
transpose cyber to the physical world, there are remarkably
few instances of a nation engaging in covert sabotage
attack against another nation (particularly larger powers)
unless they were seeking to provoke or if conflict was
imminent.2®” More likely, serious cyber attacks could be
used for retaliation or when in extremis. The London-
based International Institute for Strategic Studies supports
this view by stating that cyber warfare could become a
decisive weapon of choice in future conflict between
states.!

Terrorist organizations/non-state actors are primarily
driven by political motivation and in some cases profit if
they focus on fund raising. For most terrorist
organizations, cyber attacks are less desirable compared to
physical attacks, as the physical attacks attract more
publicity and spread more terror. Terrorist organizations
use cyberspace to communicate and coordinate within their
organization or network for financial transactions, strategic
communication, and the recruiting of new members.*
Intelligence gathering is also of relevance when planning
physical attacks since the technology and analytical
capabilities are available at small cost. Combined with a
global presence in cyberspace and its anonymous character,
this makes it an ideal strategic asset. Thus, cyberspace
serves primarily two purposes to terrorist organizations:

internal and external communications and intelligence
gathering. Terrorist organizations will not be able to
launch complex cyber attacks in the near future,® but a few
might be able to outsource or insource an advanced
capability. If terrorist organizations in the future acquire
the capacity to carry out complex attacks, physical attacks
could be less desirable.

(International/transnational) criminal organizations are
utilizing the Internet for coordination of activities in the
real world, money laundering, blackmail, trafficking, and
coordination of other activities and cyber crime.
Transnational criminal gangs have evolved into
businesslike organizations with a need for transnational
communication and coordination, which is why cyberspace
is the obvious choice. 3 Among the wide range of activities
performed by these criminals in cyberspace the following
should be highlighted: cyber fraud, cyber extortion, and
money laundering. All of these might have severe
implications for bigger companies and individuals with
high-profile jobs in industry and government.*® Online
fraud generated 52 billion worldwide in 2007,% which
illustrates the extent of the problem. Criminal
organizations are primarily motivated by profit and are
therefore dependent upon the infrastructure, and will only
perform political actions when paid. For instance, Israel
suspects Hamas or Hezbollah to have hired Russian
cybercriminals for an attack against its networks.®” Some
cyber criminals (hackers) are very skilled and will be able
to launch advanced to complex attacks, especially if a
government backs them with resources.®

Hackers (cyber criminals — script kiddies) cover a
spectrum from a curious teenager who tries with less
sophisticated tools to professionals who see themselves as a
kind of freedom fighter for anarchistic ideologies to
veritable cyber criminals with an economic motivation.
The latter typically work in networks where they exchange
and sell the stolen information and control of servers and
home computers (known as botnets). Therefore, the last
group is the most dangerous because they have both the
will and capacity to carry out advanced to complex attacks.
IBM estimated in 1998 that about 9% of hackers (in 1998%:
100,000 hackers) were working with the targeted industrial
espionage, while somewhere between 0.1 and 1% were
terrorist-related. They are not necessarily the same
hackers, as some work on a laborer basis. The remaining
90% of the hackers worldwide, the so-called “script
kiddies,, are often young computer freaks that do not
necessarily have economic interests, but are more driven by
prestige.”> For example, they may be high school students
in Potomac who hacked into computers and perhaps
changed their grades.*
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Employees/insiders pose a severe vulnerability, because it
is difficult to detect normal work routines from harmful
actions. At the same time, this is difficult to counter,
because it will degrade effectiveness if one should impose
strict control and tight procedures on one’s employees.
Some insiders work as traditional agents and might
represent actors from the other groups of actors. Some are
employees who use their legitimate access to data and
systems to steal information for personal gain or to destroy
or edit data as an act of revenge. In addition, there will be
an opportunity to harm the company/institution by sending
messages in the company’s official name, which probably
will inflict damage to the company’s image. It not possible

being bypassed for promotion or being dismissed. One
example is the employee in a French bank who defrauded

7 billion U.S. dollars by manipulating the bank’s trading
systems.*> Another example is the employee and blogger
inside Whitehall, who revealed observations from high-
level political meetings including not so flattering
observations of the Prime Minister, causing intense interest
by the public and consequently traffic on the blog.* The
blogger was never identified in spite of an investigation.

SUMMARY

his matrix summarizes links between objectives,

to indicate precisely what motivates the insiders, as they
might act as agents serving a higher cause or they might be
driven by personal reasons, such as profit or revenge for

motivation, and actors:

Integrity Confidentiality Accessibility Authenticity
Foreign states Foreign states Foreign states Foreign states
- CNAto change - Cyber espionage to obtain | - CNA (e.g. DDOS-attack, - Cyber espionage (social
data/information in politically and strategic complex cyber attacks). hacking) by luring
critical infrastructure (e.g. information. - State censorship. humans into leaking
economy, energy, - CNE (e.g. prepare CNA). information/data.
information, health, etc.). Hackers - CNO (e.g., take-over of
Hackers - Freelance for terrorist or systems and networks).
Terrorist org. - Freelance for terrorists or foreign states - Subversion.
- Subversion, e.g. editing foreign states. - freedom fighters for
= official communications. - Freedom fighters for ideologies (hacktivism) Hackers
ks ideologies (hacktivism). - Takeover of official
2| Hackers Disclosure of sensitive Terrorist org. website with own
S| - Freelance for terrorist or data to the public. - DDOS in combination message.
o foreign states. with physical terrorist - Freedom fighters for
- Freedom fighters for Terrorist org. attack. (advanced cyber ideologies (hacktivism).
ideologies (hacktivism). - Cyber espionage — attack).
prepare physical attack. Insider (agent)
Insider (agent) Insider (agent) - Might represent the above
- Might represent the above Insider (agent) - Might represent the above mentioned or other political
mentioned or other political | - Might represent the above mentioned or other political | objectives.
objectives. mentioned or other political objectives.
objectives.
Criminal org. Foreign states Criminal org. Criminal org.
- Cyber fraud. - State-sponsored - Cyber extortion (both - Cyber fraud, e.g.,
espionage to save the cost individuals and phishing, credit card
Hackers of research and companies) where ransom fraud, identity theft.
- Freelance. development in state- must be paid to re-access
owned companies. data/systems. Hackers
Terrorist org. - Freelance for terrorists or
- Money transfer and fund Criminal org. Hackers foreign states.
E raising. - Cyber extortion. Ransom - Freelance for personal
o for sensitive data, or gain. Terrorist org.
Q| Insider (employee) disclosure. - Intelligence gathering
- Fraud for personal gain. Insider (employee) (social hacking).
- Agent for competing Hackers - Destroying a system/data
company, foreign state, or | - Freelance for personal for competing company, Insider (employee)
organization. gain. foreign state, or perhaps - Agent for competing
revenge. company, foreign state
Insider (employee) (social hacking).*
Spying for competing
company, foreign state.
Hackers Hackers Hackers Hackers
- Script kiddies. - Script kiddies. - Script kiddies. - Script kiddies.
o| - ldeology. - ldeology. - ldeology. - ldeology.
(=)
g Insider (employee) Insider (employee) Insider (employee) Insider (employee)
| - Personal kick, e.g., - Personal kick, e.g., - Personal kick, e.g., - Revenge, make the
o altering data as revenge. disclosure of sensitive deleting data/ destroying company/authority look
information. systems as revenge. bad in public.
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This matrix does not take likelihood and consequences into
consideration. It is not possible to distinguish clearly
between the different tools, as the same tools are available
to all actors. What differs is the sophistication as
mentioned under levels of attack, or the selection of tools
being part of the concealment of identity. What becomes
obvious is the blend of motives and actors, not similar to
the way in which most states organize their defense. Most
states organize their defense in sectors including both
responsibility and resources. The attribution problem
reinforces this situation, as some actors might act under a
“false flag” in order to avoid disclosure, and thereby the
possibility to be kept responsible for their actions.

As of now, cyberspace is still in an early stage of
development and driven mostly by commercial interests.
This is about to change as more and more states are
becoming aware of their vulnerabilities; this is why they are
developing security strategies and capabilities accordingly.
The future will most likely introduce national and
international rules, procurement standards, common
security standards, and protocols that will decrease the

problems of attribution, education programs, and career
paths regarding IT skills. In other words, they will be
concerned with how to achieve the four objectives discussed
in this article and at the same time deny those same
objectives to any adversary.
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CDR Gottlieb presenting a lecture regarding strategic communication
and its utilization in cyberspace at a seminar held by the Reserve
Forces Association of Denmark.
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