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Abstract

This paper examines how the modern information environment affects the operational environ-
ment in contemporary COIN operations and how Information Operations (INFO OPS) fits into and
supports these operations at the tactical level. Furthermore the paper looks at the techniques
and capabilities that can be utilised for influence purposes in COIN, and not least all the things
that lies behind the INFO OPS - specifically training and education, leadership, intelligence and
planning principles unique to the successful conduct of Tactical INFO OPS in COIN.
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Introduction

Counterinsurgency (COIN) can be described as walking a fine line between on the one side win-
ning the local population over to the side of the government, while fighting an armed insurgent
that may also be a part of the local population.

Coalition forces currently conducting COIN campaigns are aware of the challenges that they face
at the conceptual level, but still have some way to go in order to deal with the challenges. Espe-
cially, when it comes to dealing with the cognitive dimension of the fight to the degree necessary
in a modern battle space and Information Environment. This has created new challenges for
operational planners that partially have to be addressed by the focused application of Informa-
tion Operations (INFO OPS.)

The aim of this research paper is to compile and organise as much information as possible about
lessons identified concerning INFO OPS in support of a COIN campaign at the tactical level - pri-
marily at the brigade, battle group, and company level.

The paper is intended to serve as inspiration for operators and not, on its own, a proposal for new
doctrine. It intend to provide a taxonomy of general characteristics based on lessons identified
on how INFO OPS can be used in a COIN environment, that can contribute to the future planning
of education and training in, and operational planning of INFO OPS in a COIN environment.

Most can agree that INFO OPS plays an important role in counterinsurgency operations. Within
NATO there are though differences in opinion on policy and doctrine in regards to INFO OPS ap-
plication in COIN, but still most can also agree to the basic intention with the concept of influence
in COIN. So the forces engaged in COIN generally appreciate the concept, and acknowledge the
importance of INFO OPS. However little of the training offered help create the preconditions for
effective INFO OPS in COIN.

Some forces engaged in COIN today have to some extent have been given some training in INFO
OPS and capability the form of INFO OPS staff positions and Psychological Operations (PSYOPS)
capability and so on, but what about the things - or preconditions - that lie behind? This is
for example the organisation of staff elements for INFO OPS, the necessary training in Cultural
Awareness, Human Factor Intelligence and leadership training at all levels to really understand
the type of warfare that the units are about to embark on. The latter is especially a question of
whether or not COIN theory has been operationalised to a level where it is directly applicable on
planning and execution of tactical operations, or ‘is it truly integrated into the military culture? Do
the tactical leaders and commanders have the necessary focus on the strategic implications at
the lowest levels of tactical operations? If they do not, the units and their commanders will most
likely “fall back” to the “comfort zone” - kinetic operations - when “Winning Hearts and Minds”
is found too fluffy to fit into the Military Decision-Making Process (MDMP).

The term “Winning Hearts and Minds” has become an integral part of the public, political and
military discourse in recent times, but should we be talking about “Winning Hearts and Minds”
at all? Moreover, how could we seamlessly integrate the term in modern COIN operations at the
tactical level?
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In order to do so, it can be argued that we need to get away from the not very easily implemented
rhetorical concept of “Winning Hearts and Minds” and talk about more concrete relevant concepts
such as the target audiences’ “consent and trust”. The target audiences consent to the forces’
presence and to its operations, and trust in what the forces say and do (words and deeds). Or in
other words gain and maintain legitimacy and credibility. Not only for own forces, but to a larger
extent the national security forces and the local government that the COIN forces are supporting.
In consistency with that, it can also be argued that one of the key preconditions for obtaining this
legitimacy and credibility is the structured and integral use of INFO OPS in COIN at the tactical
level, since legitimacy and credibility first and foremost is a question of perception - and Percep-
tion becomes reality!

It can furthermore be argued that this practical implementation of COIN theory at the tactical
level must be seen in conjunction with, or be held up against, the immediate strategic framework
and information environment, as the two levels continuously influence one another and cannot
be dealt with separately. This is one of other the major challenges in modern COIN at the tactical
level. The development in the modern information environment and “new media” continuously
lift the tactical actions and effects into the immediate strategic framework. So on one side, INFO
OPS needs to be pulled down the funnel and be seamlessly integrated at the tactical level, and
on the other hand it needs to be considered for within the strategic context.

The term “wining hearts and minds” might be misunderstood in the general discourse, as the
benchmark description that indicates the degree to which one should be good to people and get
them to love us; these normative and culture laden concepts are hard to measure in practice
outside of a military discourse let alone in the kinetic realities of a battlespace; it does however
offer a clear juxtaposition opportunity for explaining why the terms “consent and trust” are
better suited as fundamental elements of INFO OPS integration in COIN, and easier to relate to
practice.

In 1952, the Director of Operations and High Commissioner for Malaya, General Sir Gerald Tem-
pler, said that “The answer lies not in pouring more troops into the jungle, but in the hearts and
minds of the Malayan People”. What he really meant was that the success in COIN lies in the
population’s perception of the situation, and this perception comprises an emotional (hearts)
and a cognitive (minds) component®. These are the components of the population’s perception
that INFO OPS have to address.

At first glance this might seem to be in stark contrast to today’s surge strategies in Iraq and Af-
ghanistan, where there respectively have been poured over 30.000 more troops in order to halt
the insurgency and turn around the situation; but the quote and the surge strategy is not neces-
sarily an oxymoron. Taking that the surge it is not a question of pouring more troops in to fight the
insurgency, but to protect the population and thereby creating a perception of the security that
the population wants, then the surge contributes to perhaps not winning the populations hearts
and minds, but to creating the desired consent and trust.

The paper is structured in four overall parts. Part one addresses COIN operations theory and its
dilemmas, the modern information environment that contemporary COIN operations are con-
ducted in and who, why and what Tactical INFO OPS should address in these operations. Part

(1) Dilegge, 2007.
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two addresses Tactical INFO OPS, its capabilities and techniques. The purpose of this part is not
to develop doctrine or to describe how to plan Tactical INFO OPS, but to discuss the employment
of these capabilities and techniques specifically for COIN operations. Part three addresses all
the factors behind the successful use of Tactical INFO OPS in COIN based on lessons identified.
These lessons include findings on education and training, leadership, intelligence support and
planning. Finally, part four discusses how the lessons identified can be operationalised, and
present conclusions, reflections and perspectives on the topic.

The empirical data compiled and referenced in this qualitative study is drawn primarily through
document analysis consisting of ‘End-of-Tour’ reports, interviews with commanders, Informa-
tion Operations practitioners, and their subsequent briefings to Danish PSYOPS and Info Ops
courses. This empirical trove of data is further supported by actual fact finding tours to mission
areas, as well as relevant references to studies of contemporary literature and articles on COIN
and influence. The majority of field data referred to throughout this study is drawn from Danish
experiences in Iraq (Basra province) and Afghanistan (Helmand province), covering a period of
seven years, from mid 2003 to early 2010.

PART I - COIN Operations Theory

Before we pull INFO Ops in a COIN environment down through the funnel to apply it at the tactical
level, let us have a look at some of the basic theory behind COIN operations and the information
environment that they are conducted in. First and foremost to distil the key elements of COIN
theory directly shaping the execution of tactical INFO OPS. Much has been written about insurgency
and counter insurgency in both academia and in military doctrinal sciences in recent times. Not
only on the backdrop of Iraq and Afghanistan, but also to a large extent on historical conflicts. In
classical COIN theory the main goal is the support of the population and the creation of a situ-
ation where the local population is mobilised and active, without the support of foreign forces,
supporting the fight against the insurgents in the disputed area?. This makes the local population
the centre of gravity in COIN for both parties in the conflict. The emphasis on marginalising the
insurgent in both the military and political dimensions is a defining feature in the classical COIN
paradigm3. A fundamental understanding within this current stream of research is there is a need
for an increased focus on attacking the political ties between the population and the insurgents
by ways of persuasion. Establishing a perception of legitimacy amongst the local population is
crucial®. This also means that a COIN fight will involve a wide range of instruments of power,
including military, political, economic, and other civilian means - not only military capacities in a
comprehensive approach. It also means that even though most COIN activities are conducted at
the tactical level, the fight will entail all levels from strategic to tactical, blurring traditional lines
of distinction.

Another defining common factor is that the support of the population should be focused on the
Host Nation Government and not so much on the foreign forces conducting the COIN opera-
tions. The creation of government legitimacy, or a perception thereof, is hence crucial. The lack

(2) Thruelsen, 2009, p. 28.
(3) Ringsmose & Thruelsen, 2010, p. 59.
(4) Ringsmose & Thruelsen, 2010, p. 61.
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of legitimacy of the government in the eyes of the local population is one of the most important
factors igniting and prolonging an insurgency. The supported government must therefore be
able to provide basic services to the population, because if it does not, it gives the insurgents an
obvious issue to exploit for propaganda purposes. A large part of the government’s legitimacy is
the legitimacy and credibility of its security forces. The local population needs to be able to see
a legitimate and credible alternative to foreign forces to satisfy their security needs, because in
the long term the foreign forces will depart and the only thing left will be the host nation govern-
ment - if the population cannot see an alternative they will support the insurgents for various
reasons®, as it also goes for the provision of basic needs. As Sir Robert Thompson has said “what
the peasant wants to know is - does the government mean to win this war? Because if not, he
will have to support the insurgent”.

Looking at the insurgency, the insurgent’s goals may be diverse. It is about seizure of power through
armed uprising, perhaps an attempt to establish an autonomous breakaway state, or a more
limited aim of political concessions that is unattainable without the use of violence. Regardless,
the aim the insurgent will attempt to force political change by a mix of subversion, propaganda
and the application of violence aiming at persuading or intimidating the broad mass of the local
population to support or at least accept such a change.

All insurgencies are unique, but there are some similarities. They all include inherent ethnic,
cultural, religious or ideological cleavages in the society that result in a lack of national cohesion
and a weak, inefficient, unstable or unpopular government. These cleavages form the basis of
the root causes that the insurgents will try to exploit, by adopting methods and tactics that are
suitable to the circumstances, and to their own particular needs. In order for the insurgents to
have success they must have a unified leadership and organization. They must also have a vision
for the future that is attractive to a sizeable part of the population, either because it is desirable
or because it simply offers a perceived better situation compared to what the government can
offer - for example basic security. The insurgents also need to control some territory from where
they can operate like they also need external support to supply political / ideological / religious
legitimacy, resources, training and sanctuary. That makes most insurgencies transnational®.
For the counterinsurgent this means that COIN is transnational, and to defeat an insurgency in a
state, one must strive to break the insurgent’s internal and external support. This is done through
military, paramilitary (police), political, economic, psychological (informational) and civic activities
with a high degree of host nation involvement at strategic, operational and tactical level. In other
words, the employment of all elements of power at all levels. The main desired military effects
are to provide security to the population, reducing the popular support for the insurgency, and to
cut the insurgent’s external support’, or to separate the insurgent from his support.

This effort also involves some degree of neutralization of the insurgents. In other words, kinetic
operations are a part of COIN, ideally conducted by host nation security forces. The kinetic opera-
tions, however, should not be focused on reducing the number of enemies, but on the protection
of the population. Kinetic operations that are likely to alienate the local population should there-
fore be considered in terms of risk, and mitigated in the planning process and execution (e.g.

(5) Thruelsen, 2009, p. 29 — 30.

(6) All though it is not the case in insurgencies as the one we see in Indonesia and the Philippines’. They do
not need sanctuary, but can often find that in their own nations e.g. Aceh.

(7) For more on the desired effects see paragraph 1.2.3.
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the consideration of non-kinetic effects of kinetic operations). Also, due to the fact that rumours’
often drive public opinion or perception, all kinetic operations should be sought explained to the
affected population.

The latter means employing effective INFO OPS as an integral part of COIN kinetic operations
focusing on insurgents amongst the local population. Messages must be target audience analysis
based, and tailored to the specific part of the population you want to influence. At the same time,
multiple target audiences must be considered, since they in the modern information environment
cannot be separated. INFO OPS must be proactive and maintain a steady drumbeat dominating
the overall strategic framework while managing the implications of unfolding tactical events. It
is also vital that local media is engaged and educated by COIN force. Concurrently Public Affairs
must interact with the international and troop-contributing nations’ media.

To be able to do this full spectrum, intelligence plays a vital role in COIN since the people are the
“decisive terrain”. Understanding the culture is a force multiplier and will reduce the insurgent’s
advantage, but the counterinsurgent must make sure that that message gets to every individual
soldier®.The soldiers on the ground are key communicators in COIN interacting constantly with
target audiences.

For the application of military force this means that the focus should be on protection of the
population and capacity building of the local security forces and their ability to fight the insurgents
rather than conducting anti-insurgent warfare, e.g. continuously offensive operations against the
insurgents.

Every military action therefore needs to be viewed through the prism of its likely political conse-
quences, and the local population’s perception of these. Consistently, every political action carries
with it implications for military operations®.

The counterinsurgent must therefore think carefully about everything that he does and understand
the impact of his actions on the local population®. The counterinsurgent must simultaneously
fight a war and build a nation, while having to work with the local population. A precondition for
this that the counterinsurgent understands the culture and the complicated balance of power and
the relationship between formal and informal leadership in the mission area in order to influence
decision-making at the tactical level’.

“In essence, effective COIN is a matter of good governance, backed by solid population security
and economic development measures, resting on a firm foundation of energetic Information Op-
erations, which unifies and drives all other activity”*2. COIN is in reality a two-front war. On the one
front is the security operations and on the other is INFO OPS, and winning one and not the other
will nearly always mean losing. They must be considered and planned together in order to achieve
the desired effect. The latter - INFO OPS - is again on two levels - a strategic and a tactical. On
both levels the development of the modern information environment has a large impact on the
conduct of COIN operations, specifically on the counterinsurgent’s ability to influence the situa-

(8) Based upon AJP 3.4.4.
(9) Amend, 2010, p. 219.
(10) COMISAF, 2009, p.1-2.
(11) Ferguson, 2010, 439.
(12) Kilcullen, 2009, p. 60.
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tion. In other words, COIN conflict is conducted in an information environment, where perception
and misperception very often outstrips and overtakes ground truth.:®

The Contemporary Information Environment

The last two decades of technological development within information and communication, per-
mits anyone to film, edit, and upload information and imagery in virtually real time, whether the
normal news media are there to witness situations or not. Furthermore, modern communications
technologies compress the operational levels of war. For example the ability to communicate in-
stantly means that tactical events or actions can take on unexpected strategic meaning*. This is
also known as “time - space compression”. Web blogs and YouTube are examples of new media
platforms that empower individuals to achieve strategic political and military effects: easy upload
of their videos, without editorial oversight, allows access to a nearly unlimited audience?®.

This availability of off-the-shelf relatively affordable and portable media technology therefore
makes it possible for anyone, insurgents, own soldiers, local nationals and many others to act
as “citizen journalists”. Normal people have become empowered to film or otherwise capture
situations in even the most hostile environments, to edit those images, and then upload them
for the entire world to see; this includes news media that use the images in their news cover-
age of the situation.’® This very feature of the modern information environment is also what Sir
Rupert Smith references in his book “The Utility of Force” when he discusses “war amongst the
people” and states that the theatre of operations should be considered as a “theatre” with audi-
ence participation?’, and that war has become a spectator sport. The audience consists of the
general news media, and the local and international populations as direct or indirect spectators
to the various media. The camera and the internet connected computer have therefore become
weapons of war'8, especially in low intensity conflicts as COIN.

The result of this empowerment created by the modern information environment is a matrix of
real-time information flows that challenge the inadequacy of the structures of power (e.g. the
military chain of command) to respond both with effective impact and in a timely manner.t®

That information has value as an enabler for military operations is nothing new, but the rapid
developments in the information environment have caused information to rise in importance.?°
In the last 15 years we have seen the development of a war fighting environment defined in two
distinct domains for strategic reference: one physical and the other cognitive. There are many
historical examples of the physical domain influencing strategic decisions, but we have compara-
tively little to offer when it comes to the cognitive one. Recent conflicts have shown that it is not
easy to engage the cognitive domain once physical domain dominance has been achieved. Much
strategy has in recent years been based on achieving physical dominance, where our opponent’s

Mackey and Tatham, 2009, p. 6.
Amend, 2010, p. 221.

Murphy, 2008, p. 6.

Dauber, 2009, p. 5.

Smith, 2005, p. 289

Murphy, 2008, p. 8.

Gowing, 2009, p. 1.

Murphy, 2009, p. 18.
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main term of strategic reference has been the cognitive domain. The challenge is, amongst others,
to understand the strategic informational impact of kinetically or otherwise tactically insignificant
events, such as the Abu Ghraib scandal or other results of the “strategic corporal” incidents.?
This phenomenon also stresses the importance of the cognitive domain, where the media’s use
of single tactical events to explain, or frame, the campaign’s success, or lack thereof, affects po-
litical decision-making. The medias access to single events has increased in tact with the extent
news media outlets capitalise on viewers desire to produce their own content.??

The modern information environment, amplifies the ‘en masse’ cognitive impact of acts of vio-
lence?® and thereby make them readily available to audiences’ world-wide to react on, including
local nationals in conflict areas, publics and decision-makers in troop contributing nations, and
to insurgents.

But having discussed the characteristics of the modern information environment, it is also impor-
tant to bear in mind that even though “New Media” is playing an ever increasing role, traditional
media (e.g. storytelling, Shuras in Afghanistan ect.) are still as important. So one must rather
than only talk about “new” media talk about the “right” media.

Figure 1.1 Characteristics of the modern information environment

Characteristics of the modern information environment
e Development in information and communication technology (ICT)
New (or social) Media vs. “old media”
Time - Space Compression
Citizen Journalists (and strategic corporals) = empowerment of the many
News media’s conditions (competition, economy ect.)
Changes in media behaviour and consumption

The Role of Information in a COIN Environment

The developments within information and communication technology and the unlimited access
to information and distribution thereof have created new global challenges - also for COIN opera-
tions. No actor can operate in the modern operations environment without encompassing the
importance of influencing the information environment of one’s opponents, possible opponents,
and others, in order to achieve effects in support of the mission - that being a COIN or other
forms of operations. Likewise, one’s operational planning must include taking into account the
effects of opponents’ or possible opponents’ information activities directed towards own forces,
population and other target audiences’ of importance to one self; not least decision-makers
and populations in the mission area. In this context are also the coordinated and synchronised
employments of activities that affect the information environment in order to create the desired
effects on it of vital importance.

(21) Mitchell, 2009, p. 43 — 47.
(22) Dauber, 2009, p. 8.
(23) Cassidy, 2009, p. 118.
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Insurgents as an asymmetric opponent will try to achieve effects on public opinion both at
home, in the mission area, and globally through small, but spectacular, attacks followed up by
propaganda, misinformation and intimidation?*. Likewise it must be expected that the insurgents
will try to fill gaps between the counterinsurgents words and deeds with propaganda?. Lessons
from Iraq and Afghanistan show that the way operations are conducted and how they are told
and framed are often more important in the long run than their actual tactical outcome?®. It is
therefore the relevant target audience’s perception of the outcome of the operation that is the
most determining factor in regards to the final effect of the operation. In COIN it is therefore a
decisive clash between two opposing entities, a process of persuasion, played out over time,
where the population decides the outcome?’. Essentially, the counterinsurgent and the insurgent
are presenting an argument for the future to the people of the country at hand. The population
will decide which argument is the most attractive, most convincing, and has the greatest chance
of success. The people are sceptical and unwilling to commit active support to either side until
convinced of a winning proposition?2,

In this environment, the cognitive domain represented here by information and perception, moved
from historic second place in terms of conventional conflicts and often become one the primary
domain for determining the success of COIN. COIN can therefore be seen as a battle between
competing narratives.

A narrative is a system of stories that share common themes, forms, events, and participants,
and create expectations for how those elements can be assembled to satisfy a desire that is
rooted on conflict?®. As such a narrative forms “a thematic and sequences account that conveys
meaning from authors to participants about specific events”°. Narratives are the organising
framework for conveying a specific strategy or policy when events or decisions are to be argued
and described. The purpose is to bind together all the actions of a government or alliance. Narra-
tives should provide the structure for all messaging at all levels, from strategic to tactical. Narra-
tives must therefore be designed with an inherent flexibility so that their essence is not destroyed
as messages are crafted at different levels of command. It is though important to bear in mind
that stories that are not “authored” by you (thus that you don’t design) can become part of the
system and affect the narrative in ways you can’t control. In the end the narrative should be the
framework for the planning of Tactical INFO OPS. In COIN, especially when fought by alliances or
coalitions, the narrative must therefore be able to convey the policies of both the alliances, the
troop contributing nations, and the supported government policies, as well as being able to mitigate
known opponents’ narrative or messages. As will be discussed later in the paper, it is one of the
big challenges for Tactical INFO OPS to break down the political-strategic narrative to something
useful and tangible for the local population at the tactical level in the mission area. Especially
at this level the opponent (insurgent) will deploy his “counter-narrative”. Insurgents often find it
easier to appear successful in the information environment, by simply blowing up things, killing

4) Ruca, 2008, p. 54 and AJP 3.4.4., 2010, point 0525.
5) AJP 3.4.4., 2010, point 0230.

6) Ruca, 2008, p. 55.

7) Amend, 2010, p. 218.

8) COMISAF, 2009, p. 1.

9) Halverson, Goodall, & Corman, 2011

0) Tatham, 2008, p. 9.
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people and intimidating, and blaming the counterinsurgent or the supported government and its
security forces. The counterinsurgents on the other hand face a far more difficult task of building
governments and institutions. Destruction and violence have an immediate informational impact,
whereas construction projects are slow to achieve effect®, and therefore not easily exploitable
in the information domain.

Insurgent’s Use of Information Warfare and Propaganda

What has often been ignored, however, are the challenges arising from the other side of the
equation32. One of the most profound differences between past and present-day insurgencies
lies in the exploitation by insurgents of modern information technology for information warfare3.
Modern insurgents have been very good at capitalising on this environment in their strategic en-
gagements. The insurgents fight a battle to shape the perceptions and attitudes of the public, a
battle over the public’s very will to continue fighting. Be it the local population; or the domestic
population in the troop contribution nations which the insurgents seek to influence in order to
force the COIN force to withdraw from the mission prematurely®*. Insurgents therefore use the
possibilities afforded by the modern information environment to create both strategic and tactical
effects that go beyond traditional battlespace topographical demarcations.

Strategically insurgent groups try to influence globally. To an ever increasing degree insurgent
groups will use “new media” like online video sharing sites such as YouTube, Liveleak, and social
network applications as Twitter and Facebook in their strategic activities®®. This makes them less
depended on normal news media to communicate with the outside world, although it is still a
part of their propaganda effort to use normal news media as an intermediate channel. In fact,
to an unprecedented degree, normal news media have become dependent upon the insurgents
for information and imagery along with what “citizen journalists” provide. Today, insurgents can
both act as the owner or direct sender of information via new media and act as citizen journalists,
both overt and covertly. Insurgent groups also try to influence the global information environment
and specifically the troop contributing nations’ public debates.

Tactically insurgent groups try to influence local population’s perceptions, attitude and behaviour
through a combination of propaganda and violence. Insurgent attacks may be designed to trigger
disproportionate government (counterinsurgent) response that alienates the local population3®
or exploit gaps between the government’s words and deeds.

Insurgents embed communications at the very heart of their operations, and conduct physical
operations and other significant actions that are designed to create psychological impact far
beyond the immediate victims. They do not try to win battles, but to portray omnipresence and
a determination to stay the course. Also, as an integral part of their modus operandi, insurgents
will try to generate spectacular media events at the tactical level in order to attract media atten-
tion and get into the strategic mainstream news - this can e.g. be hostage situations, claims of

Cassidy, 2009, p. 117.

Ringsmose & Thruelsen, 2010, p. 57 and Nissen, 2007, p. 6.
Amend, 2010, p. 221.

Dauber, 2009, p. 2.

Dauber, 2009, p. 4.

Amend, 2010, p. 220-221.
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collateral damage inflicted by the counterinsurgent, IEDs, and so on. The insurgents will adapt
to local conditions. They influence the population through intimidation and attraction. In their
propaganda they claim to protect the local culture and religion. They incite social strife and un-
dermine traditional structures. In places, they control the roads, collect revenues, and mete out
swift justice. They co-opt disenfranchised groups and pay young men to fight. They exploit the
counterinsurgents mistakes and inappropriate actions to reinforce their argument®.

The counterinsurgent - and the supported government - on the other hand must undermine
the insurgent’s argument while offering a more compelling alternative, backed up with actions
(deeds), to the contested people. Both strategically and tactically, people and their perceptions
are considered the Centre of Gravity.

People as the Centre of Gravity (CoG)

COIN is a contest to influence the real and very practical calculations on the part of the people
about which side to support. Every action, reaction or lack thereof becomes a part of the people’s
debate. The people in the audience watch, listen, and make rational choices based on who can
better protect them, provide for their needs, respect their dignity and their community, and offer
opportunities for the future®®. This is why the people are the Centre of Gravity (CoG).

But even though there is a general consensus about the people being the CoG of COIN this no-
tion has been challenged by some that state that it is the root causes and not the people that
are the CoG*. The argument is that the insurgency needs a cause to attract people to in order
to win them over to their side. But the problem in this argument is that there might be several
causes or fundamental problems. Furthermore the reason for continued struggle can be caused
by many other factors other than the ones initially sparking the insurgency, especially the longer
the insurgency goes on. Both the insurgent and the counterinsurgent must therefore address
both the root causes and the causes for the continued struggle when trying to win the popula-
tion’s support. For the counterinsurgents part, this is done through the comprehensive approach
to tackling the problem with military as well as political, economic, and other civilian means ad-
dressing security, governance and development, the insurgent then tries to counter the progress
in these areas. Addressing and perhaps solving the root causes does not necessarily mean that
the insurgents will stop their campaign, and if not they will still need the support of the people.
Likewise, the people whom the insurgent do win over might not support the insurgent’s cause, but
support the insurgent for other reasons, based on practical calculations. In the end it is therefore
still about the people and their perceptions, making them the Centre of Gravity.

So if the Centre of Gravity is the people, then they are also the Target Audiences (TAs) for the
INFO OPS.

The Target Audiences

People as the Centre of Gravity can be broken down to a series of generic Target Audiences in
COIN, although these need to be further segmented dependent on the situation. Besides the
“strategic” target audience, the home audience, the coalition / alliance audiences, the wider

(37) COMISAF, 2009, p. 2.
(38) COMISAF, 2009, p. 3.
(39) Krieger, 2007, p.96.
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international audiences, and the regional audiences, there are the theatre based or local target
audiences. It goes for all the above mentioned audiences that they, as with the design of the ef-
fects, in general terms need to be segmented in the “supporters”, the “natural” and the “hostile”,
and furthermore need to undergo “target audience analysis” (TAA).

The “strategic” audiences are addressed by Strategic Communications, Public Diplomacy and
Public Affairs, whereas the theatre or local audiences are addressed by INFO OPS and Public
Affairs.

When talking about target audiences it is important to think not just about finding the audiences
but also to think about the mechanism, person or group that will influence the target audience
for us.

The generic theatre based or local target audiences include:

e Local population in general. They can then be divided or segmented into sub-target audi-
ences such as men/women, young/old, urban/rural and otherwise geographically, but also
ethnicity, religion, languages, political views, profession and so on can be used to segment
the target audience®°.

An often underestimated target audience is women. Especially in connection with getting
messages into family structures or networks, women in Iraq and Afghanistan, and elsewhere,
have shown themselves to be an important target audience. Can you mobilise family net-
works via the women you are one step closer to reaching parts of your target audiences that
you otherwise would be excluded from reaching®. It is, though, a precondition that you have
female soldiers and interpreters in your unit at the tactical level that can be a part of Tactical
Psychological Operations (PSYOPS) Teams (or TPT), Civilian - Military Cooperation (CIMIC)
Teams and the like as needed*2. Alongside this approach, Face-to-Face communication in the
streets done by normal patrols, and Key Leader Engagement can be employed.

The geographical segmentation of local target audiences at the tactical level can be very
important as there can be large differences on the local perceptions and attitudes even
within a few kilometres of each other. Even if the target audience is of the same ethnicity,
religion, language, just living on different sides of a distinct terrain feature can alter their
conditions to such a degree that different Lines of Persuasion must be used to achieve the
same effect*3.

(40) A Target Audience especially valuable, or be of special concern, is “local workers” inside own bases.
They can act as intermediate target audiences (communicators by proxy) and give information on the effect
of engagements with other target audiences, including giving atmospherics or reports on what is going on
“outside the wire” on a daily basis. On the other side they will also see how own forces behave “inside the
wire”, and will report this where they come from making them a very important target audience in terms of our
“deeds” and the signal they send. (McKenna and Hempsey, 2010, p. 12.)

(41) Kilcullan, 2006, p. 33.

(42) The use of Female Engagement Teams (FETS) in Afghanistan coupled with CULADS s increasing but
opinion on the effect is divided. Are women the power behind the throne or completely devoid of influence on
the men? There is no conclusive evidence either way in current LL/LI or literature.

(43) One also has to be aware that even locally many audiences outside the intended one will hear the mes-
sages. Crafting messages with this risk in mind is important.
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Leadership and opinion makers. Dependent on the social and political structures these can
be very different, but are often divided into sub-target audiences as formal and informal
powerbrokers, influential public figures, religious leaders, and cultural or media personalities.
In general, people that due to their position or status have an impact on other target audi-
ences perception/understanding, attitude/will and / or behaviour, or who themselves have
the power to affect an outcome or a desired effect.

Government agencies and institutions, local administrative structures and political parties
also belong to this target audience.

Local security forces. Be that military, police or some other part of the local security forces.
They to need to be segmented into sub-target audiences, such as their branch, and within
these branches into low-level, mid-level and high-level (leadership).

Insurgents and their supporters. Again divided into low-level, mid-level and high-level (lead-
ership). It can also be necessary to divide them into local and foreign members, just as well
as there can be more then one insurgent group in the conflict. Their supporters can also be
internal and external, and need to be divided accordantly.

Other armed fractions. This can be local militias hot necessarily opposing own forces, criminal
organisations, and so on.

Local media. Local media outputs and journalists can be a very valuable target audience to
getting one’s messages out, have local security forces framed in a positive way and insurgents
in a negative; or making it harder for the insurgents to get their messages into the local media.
The problem is, though, that Military Public Affairs deployed in theatre often almost exclusively
focus their resources and time on international and national media. National media understood
as the troop contributing nations own media to service national interests and audiences. This
is naturally important taking the strategic framework, the modern information environment
and the strategic Centre of Gravity into the consideration; but it leaves out a tool to reach,
and influence, many of the other target audiences (local population, leadership and security
forces). How many Public Affairs Officers for example normally speak the local language and
can therefore interact with local journalists and media outlets?

Local media and journalists also need to be divided into sub-target audiences dependent on
their political affiliations, editorial line or their reach / food print or own audiences.

Third parties in theatre. This can be different interest organisations, hon-governmental or-
ganisations (NGOs), and to some extent media. Also some alliance, coalition government or
host nation contractors can be third parties in theatre.
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Figure 1.2. Generic Target Audiences.

Generic Target Audiences

Local population

Leadership and opinion makers
Local Security Forces
Insurgents and their supporters
Other armed fractions

Local media

Third parties in theatre

Although not a target audience, own forces must also be informed about the messages being sent
out in order for them to act accordingly, and not contradict the messages by their own behaviour*.
Having identified the Centre of Gravity and the Target Audiences we need to look at which effect
we need to achieve on them.

The Desired Effects

As with target audiences there are a series of generic desired effects (influence objectives) in
COIN operations. Common for these effects are that they are local population centric in order to
support the focus on the Centre of Gravity in COIN. This does not mean that the effects should
not be focused on the opposing forces, other armed fractions or supporting own forces as well,
but that the main effort is on “supportive” and “natural” target audiences in order to adhere to
one of the principles in COIN: maintain and reinforce the support of the friendly, win over the un-
decided and weaken the will of and undermine the support for the hostile*®. The generic desired
effects include:

e Gain and maintain consent and trust with the local population, local powerbrokers, and local
security forces. This is in order to build credibility and legitimacy for own forces, and to sup-
port Force Protection (FP) and Force Multiplication initiatives.

e Foster and create local acceptance of and trust in host nation (NH) administration, govern-
ment and security forces in order to support them and create the conditions for their control.
This entails promotion and empowerment of local government. Image Enhancement of local
security forces (their legitimacy and capability) in order to make them credible in the eyes of
the local population and the opposing forces, as well as boost their moral and self-confidence.
Special attention ought to be given to those that serve the people.

e Foster local ownership for the political project and the end-state.

e Reduce the local support for the insurgents, undermine the insurgents credibility and lower

(44) McKenna and Hempsey, 2010, p. 12.

(45) AJP 3.10.1(A), 2007, point 0106. And Galula, 1964, p. 53. Galula describes the three main target audi-
ences as: The minority that supports the counterinsurgent, the majority that is natural and the minority that
supports the insurgent.
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the insurgents morale, to include undermning the insurgent’s will to fight and his perception
of his ability to win. This can entail support for Disarmament, Demobilisation and Reintegra-
tion (DDR) programs®é,

e Drive a wedge between the insurgents internally and between their internal and external
ideological, political and financial supporters. This can include driving a wedge between low
level fighters and their leaders. If an approach like this is chosen, one has to be very careful
not to alienate target audiences that one wants to win over, such as members of the local
communities that might have been recruited by the insurgents.

e Counter and mitigate the effects of insurgent’s propaganda and intimidation of the local
population®’.

Figure 1.3. Generic desired effects.

Generic desired effects:

Gain and maintain the local population’s consent and trust
Foster local Government and Security Forces

Foster local ownership for the political project

Reduce support for the insurgents and undermine their will
Drive a wedge between the insurgents and their supporters
Counter and mitigate the effects of insurgent propaganda

Besides the “tactical” desired effects centric to target audiences in theatre there is of course also
a series of effects linked to the strategic level, to include gaining and maintaining international
and home audience public support and the support of international organisations and media, at
the same time discouraging unwanted third party involvement. Common for both the tactical and
the strategic desired effects is that they are centred on legitimacy and security.*® Also common
for the desired effects at both levels, which are all cognitive, is that they are tied to subsequent
desired behaviour!

Target Audience Analysis - the link between the audiences and the
effects

Target Audience Analysis (TAA) is the key to successfully being able to influence ‘just’ the “the minds
of the people that matter”.*® TAA is a methodological approach to analysing and understanding
the audience and is the beginning and end of military INFO OPS as it links the audiences to the
effects and the assessment of success.

TAA aims at constructing a profile of the audience and how it can be influenced, with which means,
and how to measure the success of the influence activities®. TAA is an integral part of the overall

(46) Terence, 2006, p. 57.

(47) AJP 3.4.4. 2009, point 0526. And Terence, 2006, p. 54.
(48) Labarre, 2009, p. 75.

(49) Adams, 2009, p. 5.

(50) Rowland and Tatham, 2010, p. 2 — 4.
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INFO OPS planning and focuses on identifying whom to influence to achieve the desired effect,

and the conditions (physical and psychological), vulnerabilities (or motivations), susceptibility and

accessibility of the target audience®.

For the TAA to have success it must therefore achieve at least four overall objectives®?.

e The precise identification of the optimal target audience to achieve the desired effect.

e Measure the “influenceability” of the target audience.

e The best process to influence the audiences (means).

e Produce and deploy the “triggers” that will effectively and measurable change the audiences
behaviour.

The latter also links to the necessity for the assessment of success to be observable with “im-

pact indicators” which are therefore constructed in connection with the TAA process as a part

of the overall influence planning.® In connection with the TAA process and the development of

Measures of Effectiveness is also the establishing of a baseline against which success can be

measured an important task.

Having discussed the fundamentals of COIN operations, the information environment wherein
they are conducted, the Centre of Gravity for it, the Target Audiences the analysis of them, we
now need to look at the means with which to cause effect - Tactical INFO OPS.

PART Il - Tactical Information Operations.

Defining what we are talking about might just be one of the hardest things when talking about
INFO OPS, especially in multinational contexts. Within the last decade research into information
as a military tool, and the coordination thereof, has become a growth area. Starting back in the
early 1990s and up through the 2000s we have been talking about Command and Control Warfare
(C2W), Information Warfare (IW), Information Operations (Info Ops or 10) to name just a few, and
now INFO OPS. Recently also Strategic Communications (StratCom or SC) has become a part of
the development and the vocabulary5*.

It has been heavily discussed at which level the activity should reside, which capabilities (Elec-
tronic Warfare - EW, Psychological Operations - PSYOPS, Physical Destruction and so on) it en-
compasses, how these capabilities are related to it (core, related, or supporting), and whether or
not it is a function or a capability in itself such as the current relationship to Public Affairs (PA),
an ongoing discussion.

The result is a developmental process that has muddied the waters, even for those working with
“influence”. It is even worse for commanders in the field, who increasingly have to be able to
think beyond current doctrine; doctrine, which tends to focus on the employment of Influence (or
Information Operations) in Major Combat (MC) operations and not in COIN, and moreover tends
to treat Info Ops and its capabilities somewhat isolated®®.

(51) FM 3-05.302, chapter 6.

(52) Rowland and Tatham, 2010, p. 2 — 4.

(53) For more on assessment see point on assessment in planning principles (3.4.1.)

(54) Strategic Communication (StratCom) can be difined as: A systematic series of sustained and coherent

activities, conducted across strategic, operational and tactical levels, that enables understanding of target au-
diences, identifies effective conduits, and develops and promotes ideas and opinions through those conduits

to promote and sustain particular types of behavior. (Tatham, 2008,)

(55) Larson [et al.], 2009, p. xxi.
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A number of countries most notably the US, but also the UK and others, have for a long time had
Information Operations doctrines and manuals. NATO as an organisation have for a long time
been struggling with the concept of Info Ops, and with getting policy and doctrine in place. On
the backdrop of the Kosovo Air Campaign in 1999% NATO realised that it needed an Info Ops
doctrine and started the development work in early 2000. But it was not until 2009 that NATO
finally agreed on a policy and a doctrine for Info Ops. The new challenge is to come up with con-
cepts for the application of Information Operations in COIN Operations. In this process Info Ops
is increasingly being referred to as INFO OPS, which is muddling the waters.

Since there is no commonly agreed definition of “Tactical INFO OPS”, let’s take a look at the US,
UK, and NATO definitions on Information Operations in order to find some commonalties upon
which to build an mutual understanding of what Tactical INFO OPS in COIN is, or can be.

e US defines Info Ops (or 10) as "The integrated employment, during military operations, of
information-related capabilities in concert with other lines of operation to influence, disrupt,
corrupt, or usurp the decision-making of adversaries and potential adversaries while protect-
ing our own”.%"

e UK defines Info Ops as: “A military function to provide advice and coordination of military in-
formation activities in order to create desired effects on the will, understanding and capability
of audiences, consistent with a UK Information Strategy”.%®

e NATO defines Info Ops as: “Info Ops is a military function to provide advice and co-ordination
of military information activities in order to create effects on the will, understanding and
capability of adversaries, potential adversaries and other NAC approved parties in support
of Alliance mission objectives”.®®

The US definition talks about the integrated employment of information-related capabilities and
other lines of operation to affect decision-making, where the UK definition talks about the co-
ordination of information activities to affect will, understanding and capabilities of audiences.
The NATO definition sounds a lot like the UK definition, but talks about “approved audiences”.
All three definitions talk about Info Ops as supporting the achievement of objectives, being that
information strategy (UK) or mission objectives (NATO).

However, at the end of the day -regardless of policy, doctrine, definitions, inclusion or exclusion of
capabilities - the basic planning assumption for Info Ops is that it should coordinate the effects of
military information activities and capabilities on the information environment. Furthermore that
Info Ops therefore basically, based on the commanders mission and intent, looks at identifying
desired effects on the information environment, targets, or target audiences to be affected, to
achieve the effect, means (techniques and capabilities) to apply and measurements of effective-
ness (MokE).

) Operation Allied Force (OAF)

) OSD, 2011, p. 2.

) BriefingbyCommanderTIO/UKMoDatIQPCInfoOpsConference Europe,LondonJune2009. (authorsnotes).
) AJP 3.10, 2009, p. 1-3.
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A new discussion between academics and practitioners started after the wars in Iraq and Afghani-
stan on how to apply Information Operations on counter insurgency operations. A discussion that
has also been heavily influenced by other developments in military affairs such as the Effects
Based Approach to Operations (EBAQ), or Effects Based Thinking (EBT) as it is referred to in NATO
today, and the reinvention of COIN doctrine.

But can you at all talk about “tactical” INFO OPS in COIN? Some would argue no! - And they might
just be right. Everything done on the tactical level in COIN can quickly have strategic impact, and
should first and foremost be driven by a strategic intent (narrative as far as the communication
goes) and end state. But it is however at the tactical level that military forces conduct information
activities in support of COIN, and therefore on the tactical level you will find the techniques and
capabilities employed - with due consideration to the strategic framework!

As stated in the introduction it is not the purpose of this paper to come up with yet another defi-
nition on INFO OPS that can confuse even more, but to put forward a view on what Tactical INFO
OPS in COIN should be able to do:

First of all Tactical INFO OPS should be consistent with, or in alignment with, the strategic frame-
work, e.g. the strategic narrative, the information strategy or the like, but naturally transformed to
the appropriate level to make sense. Secondly, advice on desired effects, and second and third
order effects of own planed actions as well as coordinate (planning) the effects of the techniques
and capabilities employed.

Figure 2.1. Techniques and capabilities in INFO OPS

Techniques Capabilities
o Key Leadership Engagement (KLE) e Staff organisation
e Presence, Posture and Profile (PPP) e Psychological Operations (PSYOPS)
e Psychological Actions (PSYACTSs) e Civilian Military Cooperation (CIMIC)
e Military Deception (MILDEC) e Combat Camera Team (CCT)
e Counter-Propaganda (CP) e “Other Capabilities”
e Operations Security (OPSEC)
Full spectrum Knowledge Development (KD)
Planning (to include target audience analysis)

It is imperative, though, to bear in mind that Tactical INFO OPS, and the techniques and capabili-
ties employed, like fires and manoeuvres, logistics and engineers just to mention a few, are not
planned, executed and assessed in isolation, but as an integral part of the operations.

The purpose of the discussion on the techniques and capabilities below is not as much how to
plan for them, but more what their role and function in COIN are.
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The Techniques

The techniques are all considerations and actions that INFO OPS as a staff function can advise
on and plan for. The techniques, however, requires other capabilities, commanders and troops
as an integral part of the operations plan, to be executed.

Key Leadership Engagement (KLE): KLE and other Face-to-Face communication (F2F) activities
are some of the most important forms of influence activities in COIN operations, as they to a
very high degree involve the target audiences. In many traditional societies, personal relation-
ships hold the key to getting business done. Making the effort to build relationships - sitting
for hours, drinking green tea, and simply listening - will make a profound difference®, and
can serve to identify one another’s motives. KLE however can be frustrating and unproductive,
because people in many cases are untrained in the art of gathering information in a discus-
sion format. Training of commanders to engage in KLE is therefore imperative®?.

KLE is an often misused term. It is many places used to describe all interactions with the local
population, whether these are powerbrokers or not. KLE is the planned interaction between
own forces’ high ranking leaders, on several levels, and their peers in the local community,
within the civil society, the government or administration, and the security forces. All other
interactions, no less important, is F2F communication - most often conducted by patrols and
others operating amongst or otherwise interacting with the local population.

A part of KLE is the building of networks within the local society between the force and local
powerbrokers and other influential figures such as political, religious, economic or media
leaders. These networks can then be used for messaging, mobilising the population or sim-
ply gaining information, particularly if the networks are established before they are needed.
Actions that can help facilitate the establishment of such networks and relationships must
therefore not be overlooked.®? When networks are established and KLE is undertaken it can
help the force in identifying key issues and concerns of the local population, provide the abil-
ity to see how local security forces are accepted by the local community, and how the local
security forces, especially their leaders, are interacting with local key leaders®.

All KLE and F2F activity ought to be based on Talking Points (TP) to ensure “Unity of Message”.%*
But as discussed later on in this paper the use of talking points requires training to avoid the
messages coming out as memorised “one-liner’'s”. The TP’s must be used according to con-
text - a skill that not all leaders and soldiers that engage in KLE and F2F today possess.

Presence, Posture and Profile (PPP): Also known as “own forces behaviour” is essential in
COIN. The way that the counterinsurgent acts has to be in line with the message or the signal
that he wants to send to local population or the target audiences. This can often mean a soft
approach to the local population even though it means a lower level of force protection. On

Amend, 2010, p. 228 and Ferguson, 2010, p 439.

McKenna and Hampsey, 2010, p. 10.

Kilcullen, 2006, p. 32.

McKenna and Hempsey, 2010, p. 10.

Talking Points (TP) are also sometimes referred to as Lines to Take (LTT). TP are short lists over rel-

evant themes and messages and or the unit’s response to current topics of concern in the local information
environment. TP are derived from the current information strategy or influence plan to ensure unity of mes-
sage with all other ongoing information activities.
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the other hand, a good relationship to the local population can also mean an increased force
protection on the longer term. In the other end of the spectrum, a hard approach can also be
used to send a signal to the opponents.

Boiling PPP down, it is often a question of the individual soldier’s behaviour, and the conse-
quences thereof. There is sometime a need to ask the troops to pause for a while and think
how they would expect a foreign army to operate in their own neighbourhoods, amongst their
children, and ask them to act accordingly®®. The doctrinal approach to PPP is:

Presence is about being at the right place at the right time. The mere presence of forces can
have a perceptual effect on the target audiences by for an example reinforcing messages
about commitment.

Posture is all about appearance, how the soldiers on the ground are dressed, the classic ques-
tion of helmet or beret, and whether the force patrols mounted or dismounted, in armoured
or un-armoured vehicles.

Profile is mostly about the public appearances of commanders, interviews with mostly local
media and participation in meetings and so on®®,

To achieve unity of message in deeds (PPP) and words, centralised instructions on PPP have
to be issued, normally in the form of PPP instructions in the operations order under “coor-
dinating instructions”. But even though such centralised instructions have been issued, the
local commander and leaders must also have the freedom to adjust them to the situation he
or she stands in to meet local conditions®”. Conditions around a remote Forward Operation
Base (FOB) might for example be different from the general operational environment. Hence
local PPP might be suitable for shorter periods of time. This can also apply to strike or combat
operations where a specific enemy target is engaged. There, a hard approach can be the most
suitable both serving force protection and influence purposes, especially in connection with
targeting the enemy’s will and morale. Still since “war can no longer speak for itself”®8, a hard
approach has to be chosen on the basis of an analysis of the perceptual impact on the local
population. At least a plan for explaining the local population and the media why perhaps
overwhelming force has been used must be in place. PPP ties into PSYACTs as well.

Psychological Actions (PSYACTs): a PSYACT can be defined as “an action conducted by non-
PSYOPS personnel that is planned primarily to affect the behaviour of a target audience”®®,
or in other words actions or activities planned primarily for its psychological impact. PSYACTs
can in the one end of the spectrum be raids, strikes, show of force or exercises and in the
other end for an example Consent Wining Activities (CWA) done by CIMIC. All military opera-
tions and activities have some form of psychological impact, but it only becomes PSYACTs
when it is planned to have a specific effect. The assets used for PSYACTs will normally be

COMISAF, 2009, p. 5.

AJP 3.10, 2009, p. 1-8.

Kilcillen, 2006, p. 32.

Quote: Professor Philip M. Taylor (conversation with the author 30. April 2010)
FM 3-05.302, 2005, Glossary-14.
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either manoeuvre units or Special Operations Forces (SOF), but all PSYACTs will be supported
by PSYOPS.™

PSYACTs therefore closely tie into other INFO OPS techniques such as PPP, MILDEC and ca-
pabilities like PSYOPS and CIMIC.

Military Deception (MILDEC): Tactical deception can be used to divert enemy attention form
areas where you want to operate and thereby uphold operational security and freedom of
manoeuvre.” This can be done by utilising for example PSYOPS assets and techniques in
a supporting role, without lying”?, or through manoeuvre. The purpose can be to make the
enemy think that you are preparing to attack a certain area or objective that you are not and
thereby manipulating him into disposition his forces wrongly; or to make the enemy disclose
his positions by manning combat positions, taking weapons out of hiding places or activating
his command and control systems, making it possible for you to target him. It can also be in
support of combat operations through the classical use of smoke, vehicle noise, loudspeak-
ers and the like in order to conceal your own movements and dispositions.”® On the other
hand you also have to be aware of the risks involved with using deception in relation to the
local population in regards to long term credibility, and the effect on other communicative
activities conducted in the area.™

Counter-propaganda (CP): At the tactical level more often than not insurgent propaganda is
directed at the local population in order to influence its will and ultimately its behaviour. All
units engaged in COIN therefore continually have to monitor the tactical or local information
environment in order to identify insurgent and third party propaganda: directed towards the
unit itself or the target audiences of importance to it. This is of course to be able to analyse
it and counter it. When countering or mitigating the effects of insurgent propaganda it is not
always through the use of words, it can also and often be through actions that prove that the
insurgent propaganda claims are wrong.

Insurgents are acutely aware of this and try to exploit it as well. Insurgents might for example
try to mirror own forces PSYOPS techniques, products and messages in a slightly altered
version (imitative deception).”® In Iraq, for example, there have been several examples of
propaganda posters that have been booby-trapped with Improvised Explosive Devices (IEDs),
detonating when coalition soldiers have torn them down. It can also upset parts of the local
population, and thereby alienate some of the uncommitted, if coalition forces go after the
propaganda products themselves instead of focusing on countering the intended effect of
the propaganda, sometimes best done through actions (deeds) rather than words. The chal-
lenge is, though, that insurgent propaganda is often based upon the actions of own forces,
or mis-actions such as collateral damage; or that insurgents “frame” own forces’ operations

0)
1)
2

(7
(7
(72)

FM 3-05.301, 2003, p. 6-24 to 6-26.
CALL, 2006, p. 35.
When planning deception operations using PSYOPS capabilities in some form or another it is important

to be careful not to compromise PSYOPS credibility.

(73)
(74)
(75)

CALL, 2006, p. 36.
Todd, Paul and Glenn, 2007, p. Xix.
Also described as “black propaganda” in NATO PSYOPS doctrine, where a false source is advertised

and the product or activity is produced by a different individual, organization or government then claimed. AJP
3.10.1, 2007, Glossary, p.3.
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to fit their claims, and own forces thereby have delivered some of the “ammunition” for the
insurgent propaganda.

An important part of counter-propaganda is therefore education. Education and training in
how to report identified propaganda; how PPP can help to prevent insurgents from getting
material substantiate their claims; in use of New Media, and in what the insurgents want
to achieve and their techniques in order to pre-emptively minimise the effect of insurgent
propaganda if it is directed at own forces.

e Operations Security (OPSEC): In both NATO and different national doctrines Operations Security
is a part of Information Operations. OPSEC is a process which gives a military operation the
appropriate level of security, using passive or active means, to deny the enemy knowledge
of own dispositions, capabilities and intentions.”” OPSEC is thus fundamental to all military
operations, not only INFO OPS. It can therefore be discussed whether or not OPSEC should
be a part of the INFO OPS techniques, but OPSEC on the other hand ties into quite a few of
the core activities in INFO OPS. First of all the planning and execution of deception opera-
tions, but also in PSYOPS to protect planned themes, messages and products until they are
disseminated to avoid enemy countering our PSYOPS. It also ties heavily into Public Affairs,
primarily in what information a PA can release to the press and the public. OPSEC also ties
into own forces’ use of “new media”.

The Capabilities
The capabilities are all actual capabilities that can be tasked to perform specific actions as a part
of the Operations Plan (OPLAN):

o Staff organisation: The staffs on Battle Group and larger formations (brigade and division)
levels in COIN ought to be organised in a way that enables special focus to be put on INFO OPS.
It is an on-going discussion whether Influence should be organised as an integral part of the
operations section; spread over the entire staff structure; or whether it should be organised
in a separate section or cell directly under the Chief of Staff (COS) or Deputy Commander
(DCOM) with an Assistant Chief of Staff (ACOS) as chief. It can be argued that it should be
placed in the operations cell in order to fully integrate it into the operational planning and
execution. The premise for this argument is, though, that ACOS operations and the rest of the
operations staff understand and integrate influence into the planning, and do not “overlook”
it, when planning manoeuvres and fires. INFO OPS is a process of advice and coordination and
that is why all members of staff most understand INFO OPS and their role in its planning. This
is not always the case. On the other hand it can also be argued that INFO OPS in COIN is so
important that it needs to have a more prominent role within the staff and be represented by
an ACOS in order to have that necessary visibility in the staff. Furthermore, it can be argued
that having the subject matter experts in INFO OPS in a single staff section and thereby having
the core competencies and experience to plan the integration of Influence, the section as a

(76) See also the discussion on New Media in "education and training” under "what lies behind” later in this
paper.
(77) AJP 3.10, 2009, p. 1-9.
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whole can better contribute to the “Concept of Operations” (CONOPS) development’®. Either
way influence ought to be a part of the commander’s intent driving to staffs planning in the
first place - including an “information-end state” as a part of the intent.

Danish experiences at Battle Group level from six teams in Afghanistan have shown the value
of a non-doctrinal concept called “S9 INFO OPS Cell”. The Cell consists of six people in all,
an ACOS who is the principal Influence advisor to the Commander and the staff, an Influence
planner, a PSYOPS planner, a CIMIC planner and two Public Affairs Officers.

Besides the INFO OPS section staff sections in all staffs starting at battle Group level ought
to have Influence (primarily PSYOPS) trained personnel embedded, especially intelligence
and operations sections, in order to ensure the integration of Influence into intelligence col-
lection and operations planning™. The role of the intelligence section is discussed at length
later in the paper.

Having an organisation tailored for tackling INFO OPS is a planning and advisory capability in
itself and it ensures that the influence techniques and other influence capabilities are taken
into the planning.

Military Cultural Advisor (MCA) is a new concept at tactical level. The MCA situated in the Intel-
ligence section is contributing to intelligence, command and INFO OPS with operationalised
tactical advice on culture based upon cultural analysis. On the basis of the Danish Defences
traditional Military Linguistic Officer education, which originally focused on language and in-
telligence / interrogation, this new concept’s core competence is still language - but with an
increased focus on the history, politics, religion and social conditions of the language area,
combined with cultural analysis methodology and operations / tactics.®°

Psychological Operations (PSYOPS): PSYOPS is one of the most important core INFO OPS as-
sets amongst the capabilities. It is, besides the techniques KLE, F2F and PPP, the only direct
provider of information and messages to the target audiences in the operational area. The
availability of PSYOPS capability is therefore a precondition for effective INFO OPS in COIN at
the tactical level. PSYOPS should perform three overall tasks. Firstly drive the understanding
of the local target audiences through collection of information (along with other Influence
capabilities that are in contact with the target audiences), second disseminate information
and messages, and thirdly assess whether or not proposed or previously disseminated prod-
ucts have any effect (MoE).5t

The PSYOPS capability should be able to analyse (especially target audience analysis, TAA),
plan, produce and disseminate PSYOPS messages through printed products, tactical FM radio
and other tactical means. Tactical means which include the capability to conduct Face-to-Face
communication, loudspeaker and mobile cinema operations. This normally entails having
Tactical PSYOPS Teams (TPT). Depending on the information environment it can also be nec-
essary to have the capability to use “new media” at the tactical level®? for PSYOPS purposes.
This can include for example the ability to disseminate messages and audiovisual products

Rosin, 2009, p. 6.

Moir, 2008, p. 7.

Bryder and Andersen, 2009, p. 423.
Hampsey, 2010, p. 2.

CALL, 2006, p. 34.
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through Bluetooth technology via mobile phones. Face-to-Face communication on the ground
has shown itself to be one of the most important PSYOPS means, along with tactical FM radio,
in COIN operations. Tactical FM radio makes it possible to reach a relatively large part of the
target audiences without the insurgents being able to interfere. A precondition for the use
of tactical FM radio is though that the target audience is aware of the frequency, finds the
programmes sent credible, and none least has access to a radio. These preconditions can be
met through “branding” campaigns for the radio, tailoring the content to the target audience
including audience participation, and through the distribution of “Wind Up Radios” (WUR).
Experiences from especially Afghanistan, but also places like Africa, have shown that the use
of Radio-In-A-Box (RIAB) systems can have a huge effect in remote areas or in connection
with Forward Operations Bases (FOBs) when it comes to influencing very locally specific and
sometimes isolated target audiences.®® Likewise, Mobile Cinema Capacity can be used to
great effect in the same context.

PSYOPS radio capacity set up in the initial phases of a COIN operation can also be the first
step in creating locally run radio capacity in order to meet requirements of local inclusion;
“local face”; and communication per proxy in COIN operations communication. One stepping
stone in this is to quickly begin using local radio hosts.

However, the key to PSYOPS success in COIN lies in two things. Firstly in being proactive and
influence the information environment and the target audiences that matter, and second in
responsiveness. PSYOPS doctrine prescribes fairly complex approval processes and PSYOPS
products that are not pre-approved can be a long time underway in this process. This makes
the products less effective in the time critical competition with the insurgents in the infor-
mation environment. Preapproved products are great when it comes to standing messages
such as tip lines, reward programmes and educational data such as FM radio frequencies,
but when it comes to countering an enemy that bases its entire campaign on influence and
intimidation PSYOPS needs to be very responsive in order to compete.®* This means more
flexible approval processes and approval authority delegated to low levels of command in
order for PSYOPS to be effective. Of cause PSYOPS at all levels should be in line with the
overall narrative, themes and messages given in the information strategy and in subordinated
plans for information.

e Civilian Military Cooperation (CIMIC): CIMIC plays a large role in INFO OPS in COIN. Firstly
by putting actions and tangible prove (deeds) behind the words and thereby contributing to
ensure coherence in word and deeds, or unity of message. Secondly CIMIC plays a role in
message and product distribution through CIMICs natural interaction with local population and
opinion / decision makers and through the distribution of for example Wind-Up-Radios (WUR)
and so-called Novelty Items.® This can also entail distribution of PSYOPS products that either
directly support CIMIC actions and activities or support other ongoing PSYOPS programmes.
CIMIC is also a direct contributor to INFO OPS when it conducts so-called “Consent Wining
Activities” (CWA) and to a certain extent when setting up for example Medical Civil Affairs

(83) Lamb, 2006 and CALL, 2006, p. 34.

(84) Hampsey, 2010, p. 1.

(85) The interaction (messaging) need to be based on Talking Points to ensure unity of message. Novelty
Items are gifts such as pencils, toys, clothing or other items that make sense for the target audience and gives
some sort of affordance to them and can carry a message.
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Patrol (MEDCAP) to the benefit of the civilian population.

The passive contribution to INFO OPS that CIMIC provides is just as important. Especially,
through the gathering information on the civil and information environment (human factors)
which is crucial for the analysis and planning of INFO OPS, and which contributes to the overall
intelligence picture (PMESII).&® Secondly, through the delivery of tangible and relevant results
that can prove the “words”, and through pictures and stories to be exploited in PSYOPS, PA
and other Information Activities.

Although CIMIC assets and activities to great effect can be utilised for INFO OPS purposes, you
also have to be a bit careful and it can be a balancing act between the need for influencing
the environment and upholding good working relationships with local and civilian actors in
the area. Especially when it comes to working with civilian actors as International Organisa-
tions (10s) and Non-Governmental Organisations (NGOs) on one hand and on the other hand
supporting the commander’s mission and intent with INFO OPS related activities, and thereby
utilising those influence opportunities that a lot of CIMIC’s work naturally represent.

e Combat Camera Team (CCT): The ability to document operations and enemy actions
(exploitation)®” in order to support Psychological Operations and Public Affairs initiatives
in relation to local, regional and international media is very important. This is to be able to
counter enemy claims of misconduct, collateral damage, or other misinformation, to distrib-
ute information out about operations, development projects and other stories where the
conventional media are not interested or do not have access.®® The CCT capability does not
necessarily have to be an independent capability, it can be embedded in other capabilities:
either in TPTs, manoeuvre units, Special Operation Force units, or in so-called “Effects Teams”
(to be discussed later).

Other Capabilities

Nearly all capabilities in a unit or formation can in some form or another be utilised in INFO OPS,
either in a direct or an indirect (supporting) role. Normally Electronic Warfare (EW) and Computer
Network Operations (CNO) appear in Info Ops doctrine as being “core” capabilities, but in reality
CNO capabilities rarely appear at the tactical level, even though CNO support can be requested;
and EW normally “lives” its own life, but supports INFO OPS. Other capabilities that can support
INFO OPS entail Air Assets, Medical Capability, Special Forces and direct physical destruction /
Kinetics.

e Staff personnel: Besides the “Military Cultural Advisor”, intelligence staff personnel, and
personnel directly involved in INFO OPS, other personnel from the staff can also contribute
to the planning and execution of INFO OPS in COIN. One example is the religious personnel
in the staff (Army Chaplin or the like) who can interact with peers in the local community as
a form of Key Leadership Engagement. Another example could be medical personnel whom
interacts with local nationals or local medical personnel.

(86) McKenna and Hampsey, 2010, p. 8.
(87) See also "planning principles” on exploitation.
(88) Murphy, 2008, p. 5.
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e Electronic Warfare (EW): EW can support INFO OPS both directly and indirectly. Directly
through intelligence collection in the electromagnetic spectrum collecting information on key
influencers, and through directly disseminating messages to insurgents on the INS’ own com-
mand and control nets, as well as jamming of enemy propaganda capabilities (e.g. FM radio
or television). The latter two, though, need to be based on an intelligence gain-loss analysis,
and on an analysis of the perceptual impact on the local population. Indirectly EW can support
deceptions plans and contribute to measurement of effectiveness (MoE) assessments.

e Computer Network Operations (CNO): CNO rarely plays a direct role on the tactical level in
COIN, but as the use of “new media” and other Internet Protocol (IP) based means of influence
become more and more integrated in INFO OPS, CNO can also be a direct contributor.

e Targeted Physical Destruction: Physical destruction or other use of kinetic means can be
used as an incitement to reinforce for example PSYOPS or other forms of messaging and
thereby getting the target audience to assume the desired behaviour. It can also be used
to more directly degrade or destroy enemy propaganda capability, take out enemy key com-
municators, or simply to create fear. The use of physical destruction, though, always has to
be assessed in regards to second and third order effect in the information environment, as
a part of the planning process.

When it comes to EW, CNO and Physical Destruction, it is worth noticing that in today’s
operational environment, and into the foreseeable future, we will be fighting amongst the
people, not in full-scale wars. This means that we will be fighting against opponents that
use the same information infrastructure for command, control and operations which the lo-
cal population use for “normal” purposes. The notion of “command and control warfare” or
“counter command activities” against the opponents with the aim of degrading, destroying
and exploiting the opponents command and control systems are full of complications. In a
contemporary operational environment, where we are trying to influence the population, we
cannot just destroy or degrade mobile phone networks, internet connectivity, and satellite and
terrestrial radio and television: these are used both by us for influence purposes and by the
local population in their daily life. It would incite anger in the population and it would deprive
us of means to reach our target audiences.®®

e Use of Air Assets: Air Assets are naturally used in support of INFO OPS for PSYOPS leaflet
dropping and loudspeaker operations, but can also be used for generating psychological ef-
fects (PSYACTs) themselves. For an example for Show of Force or to stress enemy forces. In
Iraq, Fast Jets have been used to fly along roads and routes that have been IED problem areas
to reduce the number of IEDs on these roads. Likewise, UAV have been used for stressing
insurgents in certain areas, making them feel watched and thereby reducing their freedom
of movement. In the same way photos and video collected by Air Assets have been used in
PSYOPS products.

One just has to be very aware of the psychological impact on the local population in COIN
when planning the use of air assets; not only in connection with INFO OPS, but in general.

(89) Rosin, 2009, p. 8.
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Medical Capabilities: The use of medical capability for influence purposes have been practised
for some time in both Iraq and Afghanistan, especially in connection with CIMIC initiatives®,
such as Medical Civil Affairs Patrols or MEDCAPs. It has also been practised in connection
with passive intelligence gathering in support of INFO OPS.

Special Operations Forces (SOF): Special Operations Forces fulfil a range of indirect and
direct roles in INFO OPS in COIN. SOF units can support INFO OPS through the performance
of Special Reconnaissance (SR) missions, collecting information and visual material to be
used in PSYOPS products - including documentation of Direct Action (DA). DA could mean
the calculated and prudent targeting of insurgent leadership to physically and psychologically
erode key leaders and their sources of support®. SOF can also be used for disseminating
messages and products in hostile environments and to perform KLE in enemy controlled
areas. SOF can also be used in connection with Military Assistance (MA) missions to include
capacity building of Host Nation Security Forces (HNSF).

Human Intelligence (HUMINT): HUMINT, although not a direct part of INFO OPS, can still
support these through identifying and collecting information about key figures ~ roles, values,
attitudes, vulnerabilities, accessibility and so on, to be used for influence purposes later on.
Protection of sources is, though, a vital consideration for the INFO OPS planner when using
information collected by HUMINT. Interrogation and questioning of detainees can also be a
HUMINT task with the purpose of influencing detainees. Also, supporting MoE and assess-
ment of INFO OPS effectiveness®2. HUMINT can also support INFO OPS through dissemination
of for example rumours and indicators to sources and others in order to get these to act as
proxy-communicators and finally HUMINT can support the overall measurement of effective-
ness process.

Manoeuvre units: Besides disseminating PSYOPS products, a huge part of the role of manoeu-
vre units in INFO OPS is linked to their own performance of PPP and information collection in
connection with patrols and other engagements with local nationals and HNSF.

“Effects Teams”: It can be an advantage to create so-called “Effects Teams” - in lack of a
better terminology - which are made up of two or more of the capabilities discussed above to
deliver effects using one or more of the techniques in INFO OPS, and deploy these together
with manoeuvre units on the ground. Effects Teams can consist of elements and personnel
from PSYOPS, CIMIC, Engineers, CCT, PA, and staff officers or non-commissioned officers
(NCOs) from intelligence staffs, amongst others. The composition of the team depends on
the desired effects and the task and purpose that derive from the Influence plan. If the task
is to engage with women in a very patriarchal society it might be an idea to create an ad hoc
all-female TPT or CST (CIMIC Support Team). (Somewhere referred to as a “Female Engage-
ment Team”). One just has to remember that the interpreter has to be female as well!

(90)
(91)
(92)

CALL, 20086, p. 35.
Cassidy, 2009, p. 122.
Coffey, 2009, p. 7.
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Effects Teams will be able to perform a series of the tasks related to INFO OPS as an integrated
entity in the manoeuvre units, and performing operations on the ground in a coordinated way.
Amongst other things, this allows for influence related intelligence gathering and for giving the
manoeuvre unit an integrated Influence capability it can employ as needed. The teams can
also, as an integrated capability, be deployed to Forward Operations Bases (FOB) for a longer
or shorter period of time, either supporting framework or deliberate operations, or training the
unit it is attached to in INFO OPS. The creation of Effects Teams can also minimise the need
for Force Protection as only one patrol needs protection, but performs a variety of influence
related tasks, instead of a TPT going out one day, a CIMIC team going out the second day,
and PA going out the third, all requiring Force Protection and thereby tying up many resources
that could have been used for other operations.

The Missing Link - Public Affairs (PA)

In NATO doctrine and in many national doctrines Public Affairs (PA) is to varying degrees sepa-
rated from other communicative disciplines: namely from Information Operations, and especially
Psychological Operations and military deception. This is primarily in order to uphold good working
relationships and not least credibility with national, regional and international media, and not to
be seen as trying to influence them. This trouble is, though, that the characteristics of the modern
information environment make it virtually impossible to separate target audiences and informa-
tion due to the free flow of information on the internet and between groups of people. What is
said to a newspaper in Copenhagen about Danish forces operations in a certain mission area can
very well find its way to the mission area through Diaspora, internet based media, or otherwise.
Likewise, PSYOPS leaflets dropped over the same mission area can easily be scanned and sent
back home to Denmark via the internet only minutes after they have landed on the ground. The
same characteristics also allow national media to report on on-going operations in the mission
area either through embedded journalists, citizen journalists or by picking up stories from the
local media. This reporting can also reach local media in the mission area and be re-mediated
there.

Public Affairs’ role in COIN operations is therefore twofold:

Strategically, the relation to international and national (home audiences) media is a vital part of
Public Affairs role in COIN in order to address the strategic Centre of Gravity (CoG): to gain and
maintain popular support for the mission and to explain the operations which the media maybe
already report on.

Operationally and tactically the PA role is to engage local (host nation) media. Unfortunately
the latter role is often downplayed by PA due to lack of resources. How often do PA officers, for
example, speak the local language? Resources are instead used to maintain and service mostly
national media.

The local media in mission areas can, for the reasons discussed above, be just as an important
actor to address as the national and international media. PA therefore ought to monitor local me-
dia outlets and interact with them in order to ensure that own messages get out, and to identify
and if necessary counter opponent messages, misinformation and propaganda in local media.
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Not only on theatre level, but also locally in Brigade and Battle Group areas of responsibility.
Especially within the latter very few resources are used to engage the local media. PA can also
play an important role in local media capacity building, either themselves or via CIMIC or NGO
dealing with local media.®® Building local media capacity and educating local journalists can
very well be a part of Rebuilding and Development (R&D) programmes in the framework of the
Comprehensive Approach.

The discussion in regards to Public Affairs is therefore how PA can be closer integrated with the
INFO OPS directed towards the local target audiences without losing credibility with the national
and international media, and without getting involved with deception operations. The latter is
a specific challenge in the modern information environment where the press very well can get
information and report about a visible military operation which in reality is a deception operation
through manoeuvre aimed at the opponent; but if and when the press is enquiring about the
operation, PA cannot very well say that it is a deception operation. It is on the one hand not pos-
sible to avoid deception operations or elements thereof being reported on in the media with the
media knowing that it is a deception operation, and without PA having any other option than to
let the media believe that it is a “normal” operation; but for a variety of reasons they should on
the other hand not be used deliberately as a part of deception operations. As several incidents
in recent history have shown, deception operations aimed at the opponent through regional or
international media have backfired. For example when a US Marine Corps Public Affairs Officer
in Falluja in 2004 gave an interview to CNN, giving the impression that an invasion of Falluja had
started when it if fact had not, possibly in order to mislead or deceive target audiences inside
Falluja as to when an large scale attack on the town was going to take place.®* The indented
audience for this was therefore not the CNN, US or international audiences, but the insurgents
in Falluja.®®

This example just shows how difficult it is to control information while maintaining an “honest”
or “truthful” message in the modern information environment.

At the end of the day, which techniques and capabilities that are brought into play in the planning
and execution of Tactical INFO OPS depend on: the desired effects that you want to achieve on
which target or target audience in what time and space.

(93) Todd, Paul and Glenn, 2007, p. xix.

(94) USMC PAO: “The troops crossed the line of departure. We had artillery fire, prep fire, going out. Aircraft had
been moving through the area all day, helicopters providing transport. It's been a pretty uncomfortable time”.
BARBARA STARR, CNN CORRESPONDENT (voice-over): “Marine Corps Lieutenant Lyle Gilbert from the First Marine
Expeditionary Unit outside Falluja appeared on CNN October 14 offering words that sounded like the invasion of Fal-
luja had begun, but further reporting indicated that the long-expected large-scale ground offensive against Falluja
had not started. It would be another three weeks before that would happen. So was Lieutenant Gilbert just wrong?
Or was the U.S. military using CNN to convince viewers in the battle zone that the attack was already underway?”
The chief spokesman for Defense Secretary Donald Rumsfeld insists deception of the news media is never allowed.
“Never, it’s just not”. (http://archives.cnn.com/TRANSCRIPTS/0412/04/i_c.01.html) (20.09.10)

(95) Adams, 2009, p. 19.
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PART Ill: Enabling factors

In order for INFO OPS to be effective there are a number of preconditions that need to be meet.
These preconditions all relate to the techniques and capabilities in one way or another. They
include education and training to include knowledge and appreciation of the principles of COIN;
the role of INFO OPS therein at all levels; leadership; full spectrum intelligence or “knowledge
development”; and planning.

Education and Training

Pre-mission training for COIN operations often sets a course for frustration while deployed in
theatre.®® In most instances the training has prepared units for “kinetic” operations, followed up
with some “cultural awareness”. The training, however, often lacks the substance to accurately
address issues that prepare the unit for the fight in the cognitive domain.

In the framework of counter insurgency, cultural awareness and understanding and insight into
local costumes can be as important competences® as weapon skills®. Successful INFO OPS in
counter insurgency therefore depends on the soldiers’, non-commissioned officers’ and officers’
initiative to learn and understand relevant aspects of local language, culture and Media’s tactical
and strategic impact on operations, kinetic as well as non-kinetic.*®

Commanders, leaders, and soldiers will in connection with operations on the ground be faced with
situations where decisions must be made rapidly. This is no different from normal conventional
operations, but in counter insurgency the operations are to a higher degree conducted “amongst
the people”, to quote General Sir Rupert Smith, and amongst the people there are also media
and journalists and others who can report what happens. The decisions can therefore impact the
strategic level even though they are made in a tactical environment due to the media’s presence
and the insurgents’ ability to exploit tactical mistakes in the medial®, for an example collateral
damage. In order to avoid this, or at least mitigate the consequences of it, everyone should have
an understanding of why they are there (in theatre), what the purpose is, and what long term
consequences of their tactical actions can have on mission success, and the end-state, however
distant that may seem. To include the understanding of how everything they say and do can
become public knowledge almost instantly due to the characteristics of the modern information
environment.1%!

This understanding can be brought about through briefing to the troops about the political back-
drop for the military engagement before deployment, and subsequently during the deployment by
updating this through discussions at company and platoon level. Although this might come across

(96) McKenna and Hampsey, 2010, p. 3 - 4.

(97) Cultural awareness, understanding and competencies can be pulled together under one heading "Cul-
tural Capacity”. Cultural Awareness which is the basic level of comprehension required to mitigate threats and
exploit opportunities at the tactical level. Cultural Understanding which requires a broader and deeper knowl-
edge in order to deal directly with cultural groups, for an example key leaders and host nation security forces.
Cultural Competence which it the top, advanced level and is applicable to cultural advisors (CULAD) to senior
commanders. (DCDC, 2010, p. 3-19)

(98) Ringsmose, 2007.

(99) Moir, 2008, p. 8, CALL, 2006, p. 38 and Ferguson, 2010, p.441.

(100) AJP 3.4.4. point 0231.

(101) Kilcullen, 2006, p. 30 and 32.
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as an encouragement to introduce old Soviet style “political officers” in military units, itis far from
that. It is simply a question of making the conflict make sense to the soldiers, especially to the ones
that really do not care why they are there: the ones that are there because the military told them
to go there, and they are going to do what they are trained to do - fight. These are the soldiers
that are most likely to act in a way that makes them a “strategic corporal”: burning a Quran or in
other ways being insensitive to local culture, or whatever else has happened in missions lately.
Including this understanding of the mission in pre-deployment training though realistic scenarios
that show the consequences for INFO OPS, both good and bad, is important.

Another method is the use of “Soldier’'s Cards” which besides Rules of Engagement (RoE) and
the use of force, also describe the mission, its narrative in simple lines to take (LTT), and how
the soldiers should interact with both the local population and the media (local, national and
international) that may be in the area where they operate. The use of these Soldier’s Cards has
to be a part of the pre-mission training and be integrated in exercises. On the other hand you
must also be aware that the soldiers often are the unit’s best ambassadors especially in regards
to the media, and they generally do know how to act and what to say. Too rigid a use of LTT can
compromise the credibility of this ambassador like role.

There is also a very real risk of some of the soldiers becoming “virtual strategic corporals” through
their actions on the internet and not just on the battlefields or in the bases. Pictures and videos
placed on social network sites as YouTube, LiveLeak, Facebook and the like, as well as postings
in blogs, chat rooms and mails, can have a strategic impact on the mission. First of all when pic-
tures of illegal actions done by own troops, like the ones form the Abu Graib prison in Irag, come
to the media’s and public’'s knowledge and creates strategic effects. Effects not only on the home
audience, but also on the population in the mission area and on world opinion, thereby hampering
mission success and creating doubts about the overall credibility of own forces.

Incidents like these can furthermore become viral or spiral campaigns with a life of their own. They
are not only referred to in the mainstream media that picks up on the story from social network
sites, they will also be used by others, amongst them the enemy for propaganda purposes.

One example of this is Al-Qaeda use of video material posted by Danish troops on YouTube in
early 2007. The video showed Danish reconnaissance forces patrolling and doing operations in
the desert of Helmand province in Afghanistan. In June 2008, the Danish embassy in Islamabad
Pakistan was bombed by a suicide bomber and several people were killed. Al-Qaeda soon after
took responsibility for the attack, and shortly after that a propaganda video appeared on the
internet on a jihadist website. The video had clips of the Al-Qaeda second in command (2iC) in
Pakistan claiming that the attack was retaliation for the Muhammad cartoons printed by a Dan-
ish newspaper in November 2005, the Danish government involvement in attacks on Muslims
in Iraq and Afghanistan. Most of the imagery not showing Al-Qaeda leaders was taken from the
internet showing the then Danish Prime Minister Anders Fogh Rasmussen, one of the cartoonists,
and Danish forces in Afghanistan. Footage was taken from the reconnaissance unit’'s “private”
video on YouTube.

Another implication of soldiers having personal digital media recorders in theatres of operations
is the risk of losing them with images and recordings stored that potentially can be used by the
enemy for propaganda purposes!®?. The units must have clear guidelines for the use of personal
digital media and the use of the recordings.

(102) Dauber, 2009, p. 25.
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Other aspects of new media can be just as challenging. For example when media and news or-
ganisations offer soldiers money for their pictures or stories about current operations or other
“pbreaking news”, and thereby making the soldiers into “citizen journalists” - willingly or unwittingly.
Most media today have in both their main news broadcasts and on their websites advertise con-
tact information for the would be citizen journalist: SMS numbers and e-mail address references
along with encouragements to the viewers to send in tips, pictures, video or other things relating
or leading to journalistically interesting stories. It is a fact that such is the trend in the modern
media environment. It cannot be stopped. The question is how it can be mitigated.

There is no question that the actions creating or being used in strategic discussions come prima-
rily from the tactical level, but often the largest impact is on the strategic level. Several countries
and organisations have seen the potential negative impact of own troops’ use of social network
sites and other new media, such as mobile phone technology, but the answer to the challenge
is very different. Some simply try to ban the use, others try to mitigate the potential negative
consequences through education and information. It shall be this paper’s claim that banning
will not work.

As touched upon earlier, education in cultural awareness and understanding, to some extent local
language, use of interpreter and contact skills are important in counter insurgency operations in
general. These qualifications are also important as preconditions for effective INFO OPS.

As a result emphasis must be put on both education and training in cultural awareness and on
contact skills, to include the importance of how the behaviour of own forces impact on local
populations perceptions, as crucial skill sets for the units and formations ability to influence the
Centre of Gravity - the local population.

It therefore doesn’t help much if the culture awareness training is a two hour lecture in a hot,
overcrowded lecture hall at ten o’clock in the evening after a four day field exercise, as unfortu-
nately it has been seen.

Contact skills have to be practised as an integral part of the pre-mission training and exercises,
and they have to be trained in a way so the two somewhat contrasting competences - combat
skills and contact skills - become natural (seem mutually supportive) for the soldiers®,
Especially when the soldiers do not have the power of language and cannot communicate directly
with the local population they have a tendency to freeze up and act differently than they normally
would. Their posture (body language) changes and their decision-making ability diminishes; they
make decisions than they normally would if they had to act in a situation they are trained well
for - combat. Therefore the training in communicating with the local population in COIN becomes
so much more important'©4. The ability to read the situation and communicate without the use
of a common language has to be trained in advance.

Combat skills are still the core and have to be prioritised, but when training for counter insurgency
operations the influence piece must not be a mere “add on” or an afterthought. It has to be an in-
tegral part of the education and training, the subsequent operations and the planning thereof.

It is important that the unit’s education and training to support INFO OPS is not only theoretical
but also materialised in practical exercises and scenarios. All lectures and theory lessons must
be supported by practical examples. Otherwise, the lesson learned is that the soldiers have a

(103) Ngrgaard og Holsting, 2006, p. 112.
(104) Liburius, 2010, p. 516.
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hard time recalling the lessons when standing in the mission area'®s. So when planning this
training (KLE, F2F, PPP, execution of PSYOPS, use of cultural knowledge and language, and use
of interpreters) three principles must be observed:

e Realism in all the scenarios: having role players that act like locals culturally and not react to
the soldiers’ use of their own language. Have well worked through scenarios with background
information.

e Interaction: give the soldiers the possibility to act in multiple ways or to have several courses
of action (CoA).

e Complexity: the scenario and the role players must be able to handle the CoA the soldiers
chose, and act upon it.

In order to obtain this realism and get the scenarios to work also for INFO OPS it requires single-
focused and educated observer-controllers on the influence play throughout the pre-deployment
training.

The discussed elements of education and training for COIN operations will help create the needed
preconditions for effective tactical INFO OPS. It will support the use of Presence, Posture and
Profile (PPP) in operations, framework as well as deliberate; improve the general interaction with
the local population and thereby reduce the risk for a “words and deeds” gap; and contribute
to the units understanding and appreciation for the support that they have to give to for an
example PSYOPS and CIMIC.2°® Especially an understanding of why the units have to handout
PSYOPS handbills, play football with kids, and collect information on atmospherics. Furthermore,
a focused knowledge about the situation and the background of the conflict through troop infor-
mation and other command activities will contribute to the effectiveness of INFO OPS. Through
creating an understanding of the consequences for both the soldiers and their families’ safety
and operational security (OPSEC) and the potential strategic impact associated with the use of
new media, the education and training can also help mitigate “strategic corporal” and “citizen
journalist” effects.

Figure 3.1. Education and training.

Education and training:

Briefing on the political backdrop (Troop Information)
Cultural awareness and understanding

Language training

Use of interpreters

Contact skills

Use of (extended) Soldiers Card

Use of New Media

Realistic training with influence consequences

(105) Liborius, 2010, p. 518.
(106) Terence, 2006, p. 55.
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Leadership

There are a series of leadership challenges connected with training for and conducting COIN
operations. These challenges cover the integration of influence into education and training, com-
mand group involvement in intelligence and operational planning, and command and leadership
in execution of tactical level operations.

The success of INFO OPS depends on commanders’ view of the battle space, their understand-
ing of how to employ INFO OPS to achieve desired effects, and their interest and involvement
in integrating INFO OPS with other combined arms operations.**” This makes command group
involvement essential. Creating effective INFO OPS is an inherent and essential responsibility
of command.’®® Commanders therefore need to reemphasise the importance of INFO OPS on a
regular basis, and continuously take it into their direction and guidance.®®

Leadership involvement in INFO OPS is therefore important in at least three areas: Education &
Training of troops, units and formations; Direction & Guidance in planning; and Command on the
ground in execution of operations.

First of all it is a challenge integrating “influence skill sets”, as discussed above, into an already
packed pre-mission training programme, where units and commanders that are going to fight
“the alligator” naturally are more focused on combat skills than on influence skills. Partly because
it is within their “comfort zone”, which INFO OPS usually are not and partly because of lack of
direction and guidance from top level command on INFO OPS.

Secondly guidance from commanders is also very important when it comes to intelligence and
operational planning. Without this guidance there is a risk that the Intelligence section does not
collect and analyse the Human Factors and other influence relevant information and knowledge.*°
In direction and guidance commanders must also be aware of the continuity of their influence
efforts and not try to monitor too many variables, shift resources back and forth in response to
the daily competition with the insurgents in the information environment, change themes and
messages randomly, and thereby lose track of the steady long-term “drumbeat” stated in the
information strategy.'** In other words, priority intelligence requirements (PIR) and commanders
critical information requirements (CCIR) must include influence related issues in COIN.

Thirdly, command on the ground is challenging: one minute tactical units are engaged in high
intensity combat operations and the next they are interacting with the local population. It can
be hard for commanders and leaders at tactical level to cope with this paradox, especially when
there has been a TIC (Troops in Contact) at a certain point, and the same troops have to be nice
to local villagers three hundred metres down the road; not knowing whether or not the villagers
sympathise with the enemy the soldiers have just fought, or if the locals have even perhaps been
involved in the fighting.

(107) Larson [et al.], 2009, p. xv.

( ) On the basis of Flynn, Pottinger and Batchelor, 2010, p. 10.
(109) Larson [et al.], 2009, p. xv.

(110) Flynn, Pottinger and Batchelor, 2010, p. 7.

(111) Larson [et al.], 2009, p. xv.
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Besides the education and training and leadership aspects in what lie behind INFO OPS there
are also two other preconditions, as alluded to in the second point above, for its effectiveness,
namely full spectrum intelligence, or knowledge development, and integration into operational
planning.

Full spectrum Intelligence (knowledge development)

Intelligence plays an essential role in COIN operations and in the support for INFO OPS. Perhaps
some of the most critically needed information in COIN have to do with the understanding and
knowledge of the culture in general, attitudes, beliefs, and the mood of the local population and
how these are likely to shift especially after single traumatic incidents caused by own operations.
Or in other words the analysis of the “Human Terrain”.12 Likewise how the insurgents are perhaps
more capable of exploiting the local information environment and the counterinsurgent therefore
needs intelligence to support the “competition” for the local population’s perceptions.*® In this
also assessment or Measurement of Effectiveness (MoE) plays a vital role. One of the biggest
challenges for both INFO OPS and Intelligence sections is how to assess the impact of the unit’s
influence efforts on the local population and on the insurgents.

The Intelligence section must therefore be organised and manned to cope with all aspects of the
operational environment, i.e. Political, Military, Economic, Social (cultural), Infrastructure and none
least Information (PMESII).*** This is in order to be able to deliver Human Factor and Social Network
intelligence to support INFO OPS planning, execution and assessment. And not as it is often seen
only focus on “red” intelligence, although these intelligence products still are very necessary and
appropriate. Traditionally having focused the overwhelming majority of its collection effort and
analytical brainpower on insurgent groups, the vast intelligence apparatus is unable to answer
fundamental questions about the environment and the people that the counterinsurgent seeks to
persuade.!'® Often intelligence officers diagram insurgent networks and recommend individuals
who should be killed or captured and use the available collection assets on this effort.

Intelligence personnel therefore ought to have a basic understanding of INFO OPS and its basic
intelligence requirements. At least one person in the Intelligence section should be tied into, or
permanently be in, the INFO OPS Cell and act as liaison and ensure coordination between the
two.

The intelligence community can also gain from this insight and might therefore be able to utilise
INFO OPS better as an enabler for intelligence collection. For an example in connection with
IEDs use INFO OPS targeted at relevant Target Audiences to elicit information “left of the boom”

(112) Human Terrain Analysis (HTA) or mapping should not be confused with geospatial products show-

ing the distribution of ethnic, sectarian or tribal groups in a geographic area. Human Terrain is defined as the
social, ethnographic, cultural economic and political elements of the people among whom a force is operating.
HTA should follow that intelligence cycle and inform all stages of planning process. (DCDC, 2010, p. 3-16 to
3-17)

(113) Larson [et al.], 2009, p. xiv — xv, and Mitchell, 2009, p. 56 — 57.

(114) NATOs PMESII represents a system of system approach, or a way to analyse interacting social net-
works. It deals with a complex battlespace by dividing it up in different dimensions for strategic reference and
decision-making or planning. (Mitchell, 2010, p. 448)

(115) Flynn, Pottinger and Batchelor, 2010, p. 7.
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- meaning left of the timeline of the IED attack, “the boom” - and perhaps save scarce collection
resources that otherwise would have been used to reactively “defeat the device”. Another example
could be using INFO OPS to provoke the insurgents into using for example their command and
control (C2) systems in order to observe these systems.

The information needed to conduct INFO OPS, even at the tactical level, in COIN covers the entire
system or PMESII. Besides the formal political structures, the still needed information about the
insurgents, the fundamentals of the local economic system and the basic infrastructure such as
location and conditions of roads, bridges, mosques, markets and wells, and other key terrain -
besides all this, the main intelligence requirements for INFO OPS are Human Factor centric. What
do the social networks look like, who are the powerbrokers and local personalities, and what are
the local grievances that, if skilfully exploited, could drive a wedge between insurgents and the
greater population - and what are the local perceptions and atmospherics. This could also be
correlated and synchronised between various development projects and the level of cooperation
amongst the local population, or the lack thereof.

There is therefore a need for a cultural competency and Open Source Intelligence (OSINT) capac-
ity in the Intelligence section in order to develop cultural knowledge in support the operational
influence planning and the Course of Action (CoA) development in COIN.1%6

INFO OPS Request for Information (RFI) must be integrated into the units overall Intelligence Col-
lection Plan (ICP) and reports, intelligence about the information environment, atmospherics and
civil society collected by Tactical PSYOPS Teams (TPT), CIMIC Support Teams (CST) and the like
must be fed to the Intelligence section as these are some of the primary suppliers of information
to form the above mentioned full spectrum intelligence picture. Target Audience Analysis (TAA)
and counter-propaganda analysis (SCAME)*'” done by INFO OPS contribute to this picture with
vital information as well.

Influence Estimate should be an integral part of the overall Intelligence Preparation of the Bat-
tlefield (IPB). It can be argued whether or not a separate Intelligence Preparation of Information
Environment (IPIE) should be made as well, but in order to minimise the amount of intelligence
products and reports, it is probably best that they are an integral part of existing intelligence
products.

The precondition for this is through a sufficient number of analysts, also on battle group level, and
guidance from commanders.t8 Creating effective intelligence - on the entire system (PMESII) - is
an inherent and essential responsibility of command?*'® and a precondition for effective INFO OPS
planning. It also may require a “reach-back” capability out of theatre that can rapidly respond
to RFls.

(116) Mitchell, 2010, p. 442.

(117) SCAME = Source, Content, Audience, Media and Effects.

(118) Flynn, Pottinger and Batchelor, 2010, p. 7.

( ) Flynn, Pottinger and Batchelor, 2010, p. 10 and Mitchell, 2010, p. 443.
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Planning

Besides recognising the population as the CoG and the cognitive domain in general being a cen-
tral planning parameter, a vital precondition for INFO OPS’ ability to support COIN operations is
early involvement in and influence on the operational planning. After “The Bay of Pigs” fiasco in
Cuba in 1961, the U.S. Information Agency (USIA) was asked to mitigate the damages through
information campaigns. The USIA had not been involved in the planning of the operation and
the agency director of the time said: “If they want me in on the crash landings, I'd better damm
well be in on the take-offs”?°, The quote describes very well what is unfortunately still heard in
theatres around the world today when Information Operations or Psychological Operations are
asked to “sprinkle some magic dust on it, and make it go away” when kinetic operations have
gone sour, or when an otherwise successful operation is framed negatively by the enemy due to
lack of Influence planning for the aftermath of the operation. Unfortunately Influence concepts
are widely misunderstood by war fighters and often applied as afterthoughts by senior command-
ers. Consequently, they become inherently reactive and often ineffective?. For an example when
misinformation and rumours about collateral damage is circulated by the enemy after an opera-
tion, where there were none, as it has been seen several times in Afghanistan®??. Based upon
the known intelligence picture or known modus operandi of the enemy or insurgents this can
for an example be a predictable second order effect of an operation that INFO OPS can plan for
mitigation activities.*?® INFO OPS therefore must be in on the planning and the course of action
(COA) development from the very beginning of the planning process.

All INFO OPS planning in COIN, as with all other operations, are driven by and derived from the
commanders mission, intent and stated main effort. But INFO OPS is not a separate Line of Op-
eration (LOO) within the plan, it must be integrated into and support all LOOs, and the output of
Influence core and supporting capabilities and techniques need to be integrated within these,
rather than constructed in a separate LO0.?* Consequently, senior commanders should consider
and emphasise the “information effects” they wish to achieve in an operation and articulate them
in the clear statement in their “intent” that will drive planners and subordinate units planning
- the commander’s intent. The commander’s intent as part of the formal military planning proc-
ess is the key to proactively include the information environment in the planning to include an
“information end state”. This should consider both the cognitive and physical dimensions of the
end state and thereby the identified target audiences’ perceptions, attitudes and behaviours, as
well as opponent media capabilities.*?® With a commander’s intent including INFO OPS, planners
can include this in Courses of Actions (CoA), and finally in plans.

Besides the planning role Assisting Chief of Staff (ACOS) S9/G9 also has an advisory role in the
staff. ACOS S9/G9 should advice the commander and the rest of the staff, especially S3/G3 and

) Kelly, 2009, p. 72.

) Murphy, 2008, p. 12.
122) Nissen, 2007, p. 7.

) Mitchell, 2009, p. 59.

) Rosin, 2009, p. 4 — 5, and McKenna and Hempsey, 2010, p. 13. Conversely it can be argued that INFO
OPS ought to be a separate LOO that may act as a forcing function in a unit that has not inculcated a culture
of influence into their planning, as LOOs must be briefed and considered. If INFO OPS is not a separate LOO
in units like these it can eesaily be forgotten or not given the necessary emphasis.

(125) Murphy, 2008, p. 12, and McKenna and Hempsey, 2010, p. 13.
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5 operations, throughout the planning process and the staff work on INFO OPS. This should insure
that the information environment is incorporated into the estimation process and the Intelligence
Preparation of the Battlefield; secondly on INFO OPS ~ integration into the Course of Action (COA)
development, the War Gaming and on final COA selection. Main emphasis in this advising should
be on the perceptual and psychological effects of planed kinetic actions, tactically and strategi-
cally, including second and third order effects. This includes identifying, shaping, and exploiting
opportunities presented by the opposing forces’ exploitation of Friendly Forces actions.?®

INFO OPS / ACOS S9 also have an advice function in, and are an integral part of, the targeting
process. ACOS S9 or others in the S9 staff contribute to the nomination of targets and participate
in the targeting board in order to advice on effects of Kill/capture options and the subsequent
influence exploitation of these, as well as the preparation of mitigation packages.

While recognising that the basic planning processes remain valid, a review of the techniques
and capabilities used in INFO OPS, the role of new media, and the characteristics of the modern
information environment reveals a requirement for a significant cultural shift in current planning
processes: the aim of this is to give Influence a more dominating role in the operational planning
in COIN.*?" It points to the importance of competing in the information battle space and to a series
of planning principles to ensure just that ability.

Planning principles

Behind the planning and execution of Tactical INFO OPS there is a set of principles that both the
planner and the tactical commander or leader must adhere to and integrate in their activities
and actions:

e Place the population at the forefront of the operational design and in the planning?2,

e Early involvement in planning of operations in order to thoroughly integrate INFO OPS into
the plan.

e Consider the strategic backdrop when planning operations at the tactical level. As shown
throughout the paper so far even tactical planning needs to take into account the strategic
information environment, the strategic narrative and the effects that tactical activities and
operations can have on them. The tricky part is how to ensure that the message is tuned to
local events and local perceptions, while retaining awareness of the operational and strategic
context.1?®

e Commander’s mission and intent drive the planning. Although the strategic backdrop has
be to taken into account it is still the supported commander and his mission and intent that
drive the INFO OPS planning, coordination and advice at the tactical level. As former Com-
mander ISAF, General McChrystal has stated: “The conflict will be won by persuading the

( ) Todd, Paul and Glenn, 2007, p. xix.
(127) Murphy, 2008, p. 5.

(128) Mackey and Tatham, 2009, p. 13.

( ) Mackey and Tatham, 2009, p. 15.
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population, not by destroying the enemy:” That is not just a slogan, which is an expression
of his intent.130

Understand the battlefield as an “area of influence” rather than an “area of operations” and
attack the insurgent’s information strategy and not the insurgent himself.**! This will often
mean concentration on the local population - both in words and deeds.

Unity of Message. Communication and actions (words and deeds) must build on a common
narrative, a narrative which again makes out the framework for all themes and messages.
This narrative should apply to the entire mission. But as this narrative is created at political-
strategic level, and it is the tactical units on ground that know the local target audiences,
the tactical units will have to adapt the narrative, and thereby the themes and messages, to
the local circumstances in order to make them relevant and hence effective.*2 The units will
also have to be prepared to respond to anomalies that are counter to the narrative such as
collateral damage.

Do not promise or threaten to do something that you do not have the intention, will and/or
resources to fulfil.

Compete in the Information Environment through being pro-active in order to shape target
audiences’ perception of the situation. It is probably not possible to be completely superior the
modern information environment, not even on tactical level, as has been proven in previous
conflicts.*®3 Doctrinal definitions on “Information Superiority”3* are clearly unachievable - just
look at “wildcards” as the Abu Ghraib photos®3® Units engaged in COIN must be as pro-active
as possible in order to exercise as much influence on the environment as possible. The goal
is to ensure that it is the narrative of own forces - or rather the narrative of the supported
host nation - that is the most visible, credible and attractive the information environment. If
pro-active use of information can force the insurgents to be re-active one is well on one’s way
to if not having information superiority, then influential in the information environment.3®

Inclusion of local population, local power brokers (all levels of government) and security
forces in parts of both the message formulation and dissemination in order to create local
ownership for the message. To include the use of proxy-communicators in the dissemination
of messages.

Communication per proxy, the use of so called proxy-communicators: primarily the use of lo-
cal key opinion-makers to disseminate their own messages or the messages of own forces in

Flynn, Pottinger and Batchelor, 2010, p. 24.
Kilcullen, 2006, p. 29.

Roca, 2008, p. 52.
Information Superiority:"The state of a relative superior ability of an actor to collect, process and dis-

)
)
132) Kilcullen, 2006, p. 33.
)
)

seminate information compared to competitors in the same arena and to draw an operational advantage from
it”. (NATO Info Ops Handbook, 2009, p. 87)

(135) Murphy, 2008, p.9.

(136) Kilcullen, 2006, p. 35.



Royal Danish Defence College

isolation, as a part of, or concurrent with own forces INFO OPS. This substantially enhances
the credibility and effectiveness of messages.’® It entails the use of networks created in
connection with Key Leader Engagement, and other local opinion-makers in the area. It can
also be female networks, as discussed earlier in this paper. Proxy-communicators can be
used for both pro-active messaging and for crisis communication or mitigation. American
forces in Afghanistan have for example used what has been called “mobile mullahs” as proxy-
communicators.*® Mobile Mullahs have been used in two ways. Either they have travelled on
their own and held sermons in mosques, or they have been a part of a Civilian Military Opera-
tions (CMO) team. The CMO teams have also contained medical capability or units (MEDCAP),
Female Engagement Teams, PSYOPS operators, development advisors and representatives
from local government and security forces. The CMO teams have been deployed right after
combat action in a given area.'® Also local security forces can play an important role as
proxy-communicators in for example the dissemination of PSYOPS messages. Normally local
security forces are not trained in PSYOPS planning as a part of capacity building programs or
security sector reforms, but they can with great effect be trained in dissemination operations.
In Afghanistan a concept called “Afghan Information Dissemination Operations”, AIDO, has
been developed and entails the training of Afghan National Army (ANA) in the execution of
tactical PSYOPS on ground.**° A similar programme has been run in Iraqg.

A professional discussion goes on as to whether or not PSYOPS products should have a source
on them or not - even have a local government or security forces source on when the product
is through produced by own forces.

Communication per proxy gives the message more credibility, and it gives the messages a
“local face” which is important in COIN. Finally “local face” can also mean convincing captured
and perhaps turned insurgents to give statements to the media and in PSYOPS products,
encouraging their former comrades to surrender or give up their fight.1*

“Local face” also entails giving operations local names and naming bases and posts with
local names. One has to be aware, though, that it can have a strategic impact on the home
audience as well, as the Danish Army had to learn recently. The naming of a Forward Opera-
tions Base (FOB) in Afghanistan was linked to an officer killed in action in the area. As a part
of “partnering” and giving the operations an “afghan face” the FOB was renamed with an
afghan name. This worked as planned and had the desired effect in the local area, but it
turned out to have a somewhat different effect in Denmark, especially on soldiers formerly
deployed in the area and their families. Among this unintended target audience the renaming
was initially seen as a desecration of the late soldier's memory.**2 One of the responses was
the creation of a Facebook support group which subsequently came to the attention of the

(137) Todd, Paul and Glenn, 2007, p. Xix.

(138) CALL, 2006, p. 35. In the planning and use of concepts like the “mobile mulla” one must be aware of
the danger involved for the individual. There is also an political — ethical dimension to this concept that one
must consider.

(139) CALL, 2006, p. 36.

(140) CALL, 2006, p. 36-37.

(141) Sullivan, 2007, p. 121.

(142) http://forsvaret.dk/HOK/Nyt%200g%20Presse/ISAF/Pages/Baserf%C3%A5rafghanskenavne.aspx (8. FEB
10).
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mainstream media which again turned it into a media story that the Army had to handle. The
story yet again shows how tactical actions so easily can have strategic implications.

Culturally attuned, not sensitive. INFO OPS must be planned in a way that takes local culture
into account. This oftentimes means that local culture is respected and you do not plan on
doing something that is offensive in the local culture. It does not mean, though, that you
coming from another culture try to be as one from the local culture; you are not, and by try-
ing to hard it can backfire and you can lose credibility. That it is “attuned” and not “sensitive”
stems from the fact that it is sometimes necessary to deliberately do some things that are
offensive according to local culture. Perhaps in order to provoke the insurgents to take on
certain behaviour that facilitates your operations. But if doing so you still need to assess the
potential second and third order effects on other target audiences.'*®

Exploitation of events. Exploitation can be both pro-active (planned) and re-active. The planned
exploitation of events or operations is about gathering material and stories during operations
for later use. Naturally primarily if the operations are successful. This can be having Combat
Camera Teams following the soldiers - be it conventional forces or Special Forces - in an
operation and later using the gathered material for PSYOPS products or media events. It can
also be used to document an operation where it is assessed that there is a high risk that the
enemy will try to exploit it in the form of propaganda about for example Collateral Damage.
To use the photo or video material collected by CCT you must through have a regime or a
process that can ensure a rapid declassification of footage or a pre-operational decision not
to classify.

Exploitation can also be about using footage from surveillance and recognisance assets that
puts the enemy in an unfavourable light. This could be the enemy breaking international law,
local cultural habits, or in other ways doing something that can be used to undermine his
credibility and image; or where his actions contradict his messages, i.e. breaking his unity
of message. The reactive exploitation is about acting quickly in crisis situations and getting
one’s message out first. The reactive exploitation could be about an event caused by the
enemy, and be the first to frame the situation for the local population. This could be in the
case of a suicide bomber Killing local civilians or where the enemy in other ways targets the
Centre of Grauvity.

Assessment. All influence activities must be assessed in order to measure the effect, but in
order to be able to do this, Measurement of Effectiveness (MoE) and Performance (MoP) must
be considered already in the early stages of the planning process and the target audience
analysis. While military planners are familiar with conducting Battle Damage Assessment (BDA)
in the physical domain, planners struggle to evaluate success of INFO OPS in the cognitive
domain. Likewise can the management of commanders’ expectations in regards to immediacy
of results and “return of investment” of INFO OPS be somewhat of a challenge. Assessment
of INFO OPS must be based on a “baseline” derived from the desired effects in order to have
a “start state” to which the “end state” can be measured. The success of INFO OPS in COIN
is therefore determined by observable modifications of target audience’s behaviour. But

(143) Ferguson, 2010, p. 440.
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since there are so many actors in the information environment, and many of the events that
influence target audience behaviour are unanticipated or outside one’s own control, realistic
and pragmatic evaluation models do not attempt to establish a direct link between Influence
activities and target audience behaviour change. Rather, they try to characterise behaviour
trends over time#4, linked to the desired effects. In order to do this, a “baseline” must be
established, a series or “impact Indicators” linked to the desired effects must be incorporated
in the units Intelligence Collection Plan (ICP), and significant events and friendly, neutrals and
hostile actions - as they relate to the desired effects - must be monitored and analysed to
get a picture of the confounding variables that impact target audience behaviour.

Figure 3.2. Planning principles for INFO OPS.

Planning principles:

Early involvement in the planning process

Consider the strategic backdrop

Commander’s mission and intent drive the planning
Understand the Battlefield as an “Area of Influence”
Unity of Message

Fulfil promises and threats

Compete in the Information Environment

Inclusion of local population

Communicate per proxy

Local face on words and deeds

Culturally attuned, not sensitive

Exploit events

Assessment

PART IV: From Theory to Practice

In order to put into practice the theories presented so far, the planning and execution of INFO OPS
in COIN operations will in this chapter be viewed in the framework of the “clear - hold - build”
approach. “Shaping” activities or operations will be discussed as well, since they also play an
important role in COIN operations.

The purpose of INFO OPS in COIN is to affect the information environment for the deployed
forces positive way, This is done by influencing selected target audiences’ will, perceptions, and
behaviours through planned influence activities in concert with other military and civilian activi-
ties. These influence activities consist of both the use of techniques and of the employment of
capabilities that can contribute to the desired effects; behind the activities lie also a series of
preconditions in the form of the forces’ education and training and the staff’s planning that need
to be met and incorporated in the shaping activities and the execution of the “clear - hold - build”
phases in the approach.

(144) Seese and Smith, 2008, p. 31.
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The “clear - hold - build” approach consists of civilian and military actions combining the coun-
terinsurgents and host nation actors in order to counter an insurgency in a specific area. The
approach encompasses offensive, defensive and stabilising activities, and shaping activities.
The military contribution to the “clear - hold - build” approach consists of two phases: an of-
fensive phase (clear) that aims at braking the insurgent’s “military” dominance in an area and
secure the area; and a defensive phase (hold) that aims at protecting the population and alienate
the insurgents in order to facilitate development programs in the area, often quick impact and
consent winning activities. These programmes are then continued in the last phase (build), but
with the emphasis on addressing the root causes of the insurgency*®. Once one area is secured
the counterinsurgent and the host nation security forces can continue to expand the controlled
areas into contested areas. Often INFO OPS and special operations are also conducted outside
the controlled areas to locate, harass and destroy insurgent elements in order to keep them out
of balance.

Shaping. Almost all actions, messages and decisions made will contribute to the shaping of the
operation and information environment and in turn the local population and other target audiences’
perception, attitude and behaviour.2#¢ If the counterinsurgent does not try to shape the battle
space, the insurgents most surely will. INFO OPS are therefore at the very core of “shaping”.'¥
This “phase” can contain elements of deception operations directed towards the insurgents,
psychological operations aimed at the insurgents will to fight, attempts to drive a wedge between
the local population and the insurgents, information about the counterinsurgent’s intentions, and
behavioural instructions to the local population in case of future offensive operations (clear).
Shaping can, besides being a “pre-clear” activity, also be an integral part of the entire “clear -
hold - build” approach in a broader sense: “framing” activities conducted in order to continuously
shape the perceptions and attitudes in the controlled areas, and thereby deprive the insurgents
the possibility of telling their side of the story convincingly.

Clear. The phase primarily consists of offensive activities in order to clear an area of insurgents
and deny them their safe-havens. In this phase INFO OPS is firstly directed towards the insur-
gents in order to shatter their cohesion, will and decision making ability through psychological
operations, electronic warfare, and deception activities combined with physical destruction of
his propaganda capability and command and control capability. Secondly INFO OPS are aimed
at the local population and key leaders to give behavioural instructions and counter insurgent
propaganda.*® Influence considerations in the planning of the clear phase also play a vital role in
making sure that the use of kinetic force does not contradict messages disseminated (words and
deeds); this is to avoid negative second and third order effects in the subsequent hold phase.

Hold. The phase primarily consists of defensive activities in order to ensure that areas freed from
insurgent control remain so. The emphasis in this phase should be on the host nation govern-

(145) AJP 3.4.4., 2010, point 0559 to 0562.

(146) Todd, Paul and Glenn, 2007, p. xiii.

(147) Mackey and Tatham, 2009, p. 14.

(148) The reverse has also been seen. In Afghanistan in operations in and around Helmand province ISAF has in
2010 ceded the operational and tactical surprise by publicly stating when and where ISAF would clear areas. This
send clear messages to (and therefore shaped) both indigenous populations and the Taliban insurgents.
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ment, its security forces and their ability to control the area. In this face, INFO OPS play a vital
role in explaining the clear phase and the intentions for the future, all the while showing tangible
results. Also in conducting rumour control to avoid a tactical success becoming a strategic fail-
ure, if the insurgents “narrative” gets to be dominant. In this phase force posture (PPP) plays an
important role in showing what has been told - “words and deeds”. Also the promotion of host
nation security forces and employing these forces in the dissemination of messages, doing recruit-
ment campaigns, and the creation of Key Leader Networks are important INFO OPS tasks in the
hold phase. INFO OPS in the hold phase should therefore be aimed at both maintaining effects
achieved in the clear phase and at starting to shape or frame the subsequent build phase.

Build. The phase primarily consists of stability or consolidating operations with a focus on the
ability of local government and host nation security forces to deliver results supported by the
COIN force. INFO OPS will be focused at promoting the legitimacy of the host nation authorities,
often through host nation security forces distribution of messages. INFO OPS will also be involved
in supporting capacity building efforts to include for example Host nation “Army Information Dis-
semination Operations” (AIDO). INFO OPS and especially Public Affairs in cooperation with CIMIC
can also be involved in the creation of a host nation information infrastructure and the training
of local journalists. There still has to be a big focus on PPP and KLE.

It can be argued that there is furthermore a “Completion and Transition Phase” following the
“clear - hold - build” approach in which the local authorities are in charge and where the COIN
forces act more as advisors and continues capacity building programmes. The phase can also
be used for the COIN forces’ preparations (shaping) to enter a new, adjacent area still controlled
by the insurgents.

Inthe shaping and clear phases especially deception, electronic warfare and Psychological Opera-
tions (leaflet drops, loudspeaker operations, radio broadcasting, key leader engagement through
special forces, and so on) will be dominant, along with continuous considerations on the percep-
tual or cognitive effect on all audiences of the use of kinetic force. The focus in the hold phase,
however, shifts to presence, posture and profile, civilian-military cooperation and key leadership
engagement. Psychological Operations will still play a vital, but more of a supportive, role. Radio
broadcasting, dissemination of printed products, and PsyActs will still be used, but there will be
an added focus on Face-to-Face communication and support to key leadership engagement. In
the hold phase communication per proxy will be increasingly important along with the utilisation
of a newly created local information infrastructure in order to get a “local face” on the messaging.
In the build phase there will be an even larger emphasis on local communication.

Way Ahead

Having looked at how to implement Tactical INFO OPS in COIN, operationalised on the “clear -
hold - build” approach, and all the things behind Tactical INFO OPS, it is time to look at some
suggestions to the way ahead, based on lessons identified throughout the paper.

e Writers, thinkers, scholars and doctrine developers must stop inventing new terminology for
INFO OPS every 12 months. For an example the US name change from PSYOP to MISO (Mili-
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tary Information Support to Operations)*°. Even though the intentions are good and they only
want to keep up with the lessons learned from theatres of operations, it confuses every new
generation of leaders graduating from Army Academy, career courses, Defence College, or
functional courses (for example. in INFO OPS or associated capabilities). It creates different
levels (or generations) of command with different understandings of INFO OPS and how to
utilise INFO OPS in COIN (and other operations). Future doctrine should, besides coming up
with a more or less enduring set of definitions, focus more on principles for effectively inte-
grating INFO OPS disciplines with traditional combined arms.*®° This to make it as natural as
fires, logistics, and signals to commanders and planners. It is therefore not sufficient to simply
incorporate influence into military doctrine without establishing structures and educational
programmes to facilitate effective and practical application.?>* Furthermore doctrine and
TTPs must address and explain how a company, battle group or brigade can deliver tactical
non-kinetic effects and how soldiers are to execute “influence”, and achieve the “information
end state / effects” in the commanders intent.

e The entire area of INFO OPS should be further professionalised giving soldiers, non-commis-
sioned officers and officers the possibility to become specialists and subject matter experts
in for example PSYOPS or intelligence support for influence (target audience analysis). At the
same time the personnel should retain the possibility for a vertical career, giving the functional
area more visibility also in “peace time”. Not as it is now where most “influence positions”
only are two to three year assignments at best and, to make matters worse, where “influence
positions” in missions often are assigned “individual augmentees”.

e Meaningful change in the view on INFO OPS will, however, not occur until commanders at
all levels take responsibility for Influence both in regards to education and training, planning
and execution of operations.

e Incorporate the philosophy of COIN operations and tactical INFO OPS and its techniques
and capabilities in all pre-mission training; and also incorporate the influence education and
training preconditions into all normal education and training so that the basic concepts of
influencing are not new when a force starts preparing for a COIN operation. This means adjust-
ing the training of our leaders and soldiers according to the modern information environment
in general, and not just when they are trained for operations other than full scale war. A full
scale war would most likely move into stability or even COIN operations anyway, looking at
the contemporary operation environment trend.

e Find ways to tackle the challenge of the on the one hand working under the direction and
guidance from an overall narrative with a top-down information strategy, and on the other
hand the tactical level authority and flexibility in execution of Tactical INFO OPS which ground
commanders need.

e At the tactical level significant effort should be made to ensure a larger degree of continuity

(149) 0SD, 2011, p.2.
(150) Larson [et al.], 2009, p. xxii.
(151) Mackey and Tatham, 2009, p. 6.
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in the application of INFO OPS across unit rotations, including plans and programmes and
knowledge development. A common database across rotations and functional areas (e.g.
CIMIC, PSYOPS, HUMINT etc.) would not only enable deploying units to monitor developments
in the mission area, but could also foster the development of the institutional memory needed
to achieve the desired level of continuity.>?

Conclusion

This paper has discussed a series of aspects of the tactical implementation of INFO OPS in COIN,
covering the information and operating environment, target audiences, desired effects, and
delivery through Tactical INFO OPS. The paper has furthermore discussed the employment of
different techniques and capabilities, and all the things behind that forms the preconditions for
successful use of INFO OPS, especially education and training in its broadest sense, leadership,
intelligence and planning.

Where it concerns the tactical level, it cannot be stressed enough that INFO OPS should be an
integral part of all plans, operational phases and activities in COIN. In short INFO OPS in COIN is
about how the counterinsurgent should protect the local population against the insurgents and
create a perception that the insurgents doesn’t pose a threat neither to the local population, nor
the supported government and its security forces that are the alternative to the insurgency. At the
same time the counterinsurgent must avoid becoming the like the insurgents himself in the eyes
of the local population. It is also about how the counterinsurgent should not lose focus on the
persuading of the local population while struggling with the insurgents, lest the counterinsurgent
be sucked down into an “anti-insurgent” kind of warfare instead of COIN operations. In order for
this to work the counterinsurgent at the tactical level must work under the direction and guidance
of an overarching plan (comprehensive approach), including the military as well as the political,
economic and civilian lines of operations.

Concurrently with the tactical activities there are also strategic information activities that need
to be taken into account and have an impact not only on the tactical situation but on the entire
campaign.

Taking as a truism Thomas P. O’Neill’s statement that “all COIN is local”**® then successful tacti-
cal INFO OPS are a direct strategic enabler in the greater context of the comprehensive approach
in COIN operations.

As argued throughout the paper COIN is as much about, if not even more, influencing perceptions,
will and behaviour as it is about influencing (read destroying) enemy capabilities through kinetic
action. But even though COIN operations are conducted locally or tactically they have strategic
implications and must be conducted on the backdrop of the strategic plan, to include a coherent
narrative and an information strategy, to drive the Tactical INFO OPS.

Most importantly, people are the Centre of Gravity and their “perception becomes reality”, and
with that we are back to General Sir Gerald Templer and his emotional (Hearts) and cognitive
(Minds) components of perception and why INFO OPS, especially Psychological Operations, are
a key factor in COIN operations.

(152) Larson [et al.], 2009, p. xxi.
(153) Flynn, Pottinger and Batchelor, 2010, p. 12. (originally he said “all politics are local”)
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Closing Perspectives

The fundamental elements in COIN operations as argued in this paper have in some form or other
been a historical part of these kinds of operations for a long time. The cases of Burma, Malaysia
and Vietnam, Iraq and Afghanistan, are some of the more familiar. These cases cover the past
to the present, but what about in the future? What perspectives do we see in regards to COIN
operations and INFO OPS in the future?

Looking at the operations in Iraq and Afghanistan they are both COIN operations, but it could be
argued that the similarities more or less ends there. The background for the conflicts were dif-
ferent, and therefore also the strategies including the “ends, ways and means” at the strategic,
operational and tactical level. The approach to, and focus on intelligence and operations in the
two theatres has been different, and rightly so, and therefore the approach to INFO OPS has also
been different.

In the short run, it is likely that NATO or NATO countries will continue to engage in low intensity
conflicts, with their own characteristics in other parts of the world, for example Africa has been
named continuously. There is nothing to indicate that NATO or its member nations are about
to embark on full scale war in order to survive. This assumption leads to another, namely that
the future use of military forces will be mainly in stability operations of some form. Perhaps not
labelled as COIN operations but as peace support or stability operations, but the operations will
most likely be conducted “amongst people” and in the modern information environment, and the
COIN’s constraints on planning and execution of military operations will still be valid, if not more.
INFO OPS will therefore also be a vital and necessary part of modern military operations in the
future, also when we are no longer in Afghanistan.
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